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Tiivistelma

Idea tutkimukselle syntyi tehtdessal y 1 SG G a¢2NBESWe DRNEEEY
Koulutuskuntayhtymalle. Hankkeen tavoitteena oli selvittda K8skimen pkja mikro
yritystenkyberturvallisuusosaamisen koulutustarpeet toisen asteen koulutuksen
nakokulmastaHankkeessa toteutettiin kysely yritgille sekd oppilaitoksierdestajille.
Hankkeen paatyttya kyselyn kehittamisté jatkettiin ja kysely toistettiin. Lopputuloksen
syntyi kolmena vuonna tehty kyberturvallisuuskysely keskisuomalaisille yrityksille.

Tutkimus keskittyi keskisuomalaisten yritga toimintaan. Paatavoittesa oli selvittad
mik& on yrityksien kyberturvallisuuden tilanne ja millaisia muutoksia on tapahtunut
kolmen vuoden aikajanalla. Miten yritykset nakevat kyberturvallisuygemillaisia
haaseita heill& on toteuttaa toimenpitédi, joiden avulla voidaan eakoivasti hallita ja
sietdd erilaisia kyberuhkia ja niiden vaikutuksia.

Tutkimus toteutettiin s&hkoiselld kyselylomakkeelle kolmena peréakkaisena vuotena.
Ensimmaisen vuoden jalkeen kyselyaakaitiin vastaajilta tulleen palauten perusteella
kuitenkin ptaen suurin osa kysymyksistd samanlaisina, jotta tuloksia pystyttaisiin
vertailemaan keskenaan. Luonteeltaan tutkimus oli maaréllinen kyselytutkimus.

Tulosten perusteella yrityksilla on seliéefarpeita kyberturvallisuuden pangamiseen.
Kyberturvallisuudssa tunnistetaan, ehkaistaan ja varaudutaan séhkdisten ja verkotet
jarjestelmien hairididen vaikutuksiin.

Kyberturvallisuus on digitaalisen aikakauden haaste yrityksille, koska tajtteiga
ohjelmistojen liséksi mydsenkildstén osaaminen ja miehatio vaikuttaat yritysten
kyberturvallisuuteen.
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kyberturvallisuuspienyritykset,tutkimus, tilastollinen analyysiKeskiSuomi
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1 Introduction

When the research began in 2016, Central Finland, especially Jyvaskyla had an
important role in cybersecunt In 2012 the Ministry of Economic Affairs and
Emgoyment of Finland (2012) set up the Innovative Cities program (INKA). The
Innovative Cities program 2042D17 is a partnership between the state and the
approved cities where the cities play an importaale in creating new types of
development envionments and in developing new business ecosystems . By
choosing the priorities for the program, instead of traditional technology or industry
orientation, it is desirable to emphasize demadidven, solutiororiented and
multidisciplinary thematic choicesomhining several areas of expertise. The program
focuses on Bio economy, Sustainable Energy Solutions, Cybersecurity, Future Health
as well as Smart City and Renewable Industry. The cities responsibledétomieg

the priority areas of the program artmersuu (Bio economy), Vaasa (Sustainable
Energy Solutions) Jyvaskyla (Cybersecurity), Oulu (Future Health) and Tampere
(Smart City and Renewable Industry). In addition to these five cities responsible for
the thematic cooperation, seven other urban argashi, Lappeenranta, Kuopio,

Turku, Seinajoki, Pori and the Helsinki Metropolitan Area) participate in the program.

In the spring of 2016, the Ministry of Economic Affairs and Employment of Finland
decided onthe new main projects and cybersecurity wag nmecluded in them.
Despiteof this, agread dealvas accomplished within the program in Central Finland.
The most important achievements of the program were the new training programs
for cyber safety offereadt JAMKUniversity of Applied Sciences and at thauersity

of Jyvaskyla.

It is often stated that Finland's goal is to be the key factor in cybersecurity. According
to current publications, Finland does not currently have an overall picture of the
current state of cybersecurity or of the need for informanh. Cyber safety related
activities for companies and corporate employees are mainly based on warnings and

sad news. The need for cyber knowledgmeseasng; it toucheseveryoneand

extends into all aivitied ® / & 6 SNBE SOdzNA (& hildy. TBedh&siday OA 0 A
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to adopt and maintain cybersecurity is education and training. Cybersecurity must be

included in the civic competence of all the citizens.

According to the regional strategy of Centrahlard (Regional Council of Central
Finland2014)cybersecurity is a key competitive factor in digitalization, whereby bits
and data network$iavebecome more and more commonplace and an integral part
of products, services and practices. This enatdesstablshnew customer
relationships, earnings andarkets. In Jyvaskyla, the national focuscgbersecurity

is a key factor in exploiting competitive advantages. Digital literacy also requires a
new orientation to developing services and content. To ead¢ Cetral Finland

must be both a strong producend utilizer of digital services and content. Utilization
requires knowledge and understanding from citizens, as well as from ordinary

microenterprises and small companies.

The disfunction of IT equipméand ystems, inadvertently or because of a
cyberatack, has negative impacts on business, public services and governance, and
thus on the vital functions of society. However, a key player in cyber safety is the
individual person. Even little or no awamss, iggorance or neglect can result into

large loses that are not covered anyinsurance. The cause of the damage is most

often the lack of guidance, information, choice of equipment and / or training.
Research background

In the autumn of 2015, the Remal @uncil of Central Finland approved the prdije

F2N) O@0SNINIAYAYI Ay dzLJLISNI aSO2y Rl NBE SRo
facilitator was Jyvaskyla education consortium. The aim of the project was to provide

an overall picture of the role andhportance of secondary education in the

implementdion of the cybersecurity strategy of Central FinlafRlegional Council of

Central Finland 2037

During the project, a survey aimed at companies in Central Finland was conducted in
order to clarify how cgersecuity could be developed in education. The\gey was
implemented in the spring of 2016 and the results of the survey were published in

the autumn of 2016 (Nevala & Aho 2016). The project ended in the autumn of 2016.
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Although the project endedhe author decided to continue mapping cybersecurity

in Central Finland personally. In the spring of 2C43lightly altered survey was
republished by leaving out questions dealing with education and focusing on some
specific followup questions. The latest stey weas conducted in the spring of 2018,

which resllted in survey data gathered in three different years.

2 Theoretical framework

Every daypeopleread news about the latest security breach&heywonder

whether they should shutdown their computer, tabjetmarphone and put them

into a Faraday cage to @ these breacheslhe main answer is that it doe®t
YIEGGSNP hiKSNI LIS 2 L psrévaas O YasinziscSviNgmptery. K dzN
(e.0. computers used in banking services). On the other hand, tas¥enmary other

devices, which are connected to thaternet and these devices are a bigger problem

than2 y Japtap.

Gartner (2017) forecast that 8.4 billion connected devices will be in use worldwide in
2017. This figure has increakley 31 percent from 2016,and will react0.4 billion
by 2020. Usuall when the number of connected devices grows, the risks increase in

the same relation. Unprotected devices are and will be one major problem in future.

21 CAYtlYRQE GA&aA2Yy F2NJ /808N { $OdzN

The SecuritCommittee (2013) published a strategy plan on Finl@@yber Security
2y WFydzZ NB HnX HAMO® ¢KS {SOdzNRGE& [/ 2YYAL
1 Finland can secure its vital functions against cybmrats in all situations.
§ Citizens, thewthorited YR o0dzaAySadaasSa OF yer@m&OGA BSt &
and the competence arising from cyber security measures, both nationally and
internationally.

1 By 2016, Finland will be a global forerunner in cythezat preparedness and in
managing tle disturbarces caused by these threats.

Figure 1(The Security Committee 201@)esentd below visualizes this vision of

cybersecurity. When analysing this vision made five years ago, it is clear that progress
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has been made. Cyber education and prepaestnhave gpwn. Finland is
participating in international activities and the new military intelligence law is being

prepared by the government.

VISION

Finland will be able to secure its vital functions
against cyber threats in all situations.

Citizens, the authorities and businesses can

effectively utilise a safe cyber world and the

competence arising from cyber security measu-
res, both nationally and internationally.

By 2016, Finland will be a global forerunner in

T
c
D
£
[y

cyber threat preparedness and in managing the
disturbances caused by these threats.

Functioning economy
and infrastructure

Figurel. Vision for cyber security

2.2 Existing research
Currently,cybersecurity i commonconversation topic in the media. Usually every

month some company releases restricted statementswrms about some
cyberattacks against the government. These studies usually focus on problems, not



11

on the companies encountirgthese cyberattaks. Thedck of research is one

problem.

Helsinki Region Chamber of Commerce (HRCZonaucted two reviews on the
cybersecurity situatiof companies in 2015 and 2016. The results of the latest
research by Helsinki Region Chamber of Commerce (204i8)Jyndeal with hybrid
activity targeting. In the research on hybrid activity targeting, every tenth company
participating in the survey recounts instances of being targeted with hybrid activity.
Hybrid activity occurs most commonly among large compaeiesty fith has been
targeted with this type of activity. There is a considerable amount of activity
targeting companies that can be classified as hybrid influencing. This highlights the
need to expand and deepen cooperation between the business commamatyhe
authorities and to provide more resources as well. (Helsinki Region Chamber of

Commerce 2018)

In chapter 5, the research results are compared to the review on cybersecurity

situation published by Helsinki Region Chamber of Commerce in 2016.

2.3 Crimereporting statistics

The statistical service of the poliddglenius 201Bis maintained by Police University
College. The statistics are public information and available on request from the
statistical service (tilastopalvelu@poliisi.fi). Appendix 1 shinve numbe of cyber

crimes reported to and solved by the police.

The Fnnish law defines cyber crimes mainly in Chapter 39 Criminal Law. In addition,
Chapters 35, Criminal damage (769/1990) and Chapter 39, Data and communications
offences (578/1995) defe different kinds of cyber crimes. Below is one example of

the Finnish &w: 39. The criminal code of Finland (Ministry of Justice 2015)

Chapter 38, 88 Computer breakn (368/2015).

(1) A person who by using an access code that does not belong to him
or her or byotherwise breaking a protection unlawfully hacks into an
information system where information or data is processed, stored or
transmitted electronically or in a corresponding technical manner, or
into a separately protected part of such a sysfeshall besentenced
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for a computer breakn to a fine or to imprisonmenfior at most two
years.

(2) Also a person who, without hacking into the information system or a
part thereof,

(1) by using a special technical device or

(2) otherwise by byassing lhe system bprotection in a
technical manner, by usingwvailnerability in the

information system or otherwise by evidently fraudulent
means unlawfully obtains information or data contained in
an information system referred to in subsection 1, shall be
serntenced fora computer breakn.

(3) An attempt is punishaé.

(4) This section applies only to acts that are not subject to an equally
severe or more severe penalty provided elsewhere in the law.

The Finnish law recognizes cyber crimes fairly well. Hovéwere ae also
deficiencies in the law. For exampidentity theft became punishable due to the law
reform that came into effect on September 4, 2015. When identity theft was not
recognized as a crime, the polis@aspowerless. The new military intejgnce law $
also being reformed, which will grant the &arrities more extensive rights to

supervise and react to modern cyberthreats.

According to the statistics, cyber crimes are reported to the police every year. The
number of occurrences veasfrom sngle to hundreds of reports. Table (Helenius
2018)presents the number of reported and solved cyber crimethmselected

years. The figures clearly highlight that the number of solved cyber crimes is
relatively small, as solving these crimes is alvednadlengimg. Detailed statistics on

cyber crimes can betind in Appendix 1.
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Tablel. Finnish Police crime report statistics on data and communications offences

Notified | Solved Notified | Solved Notified | Solved
2016 2016 2017 2017 01-07 01-07
/2018 /2018
83, Messag@nterception 414 143 364 164 200 63
85, Interference with 67 9 62 31 15 2
communications
87a, Interference in an 38 7 24 13 10 1
information system
88, Computer breain 409 64 411 49 276 35
89, Data protectin offence 105 566 96 80 68 71
89a, |dentity theft 3354 937 3945 1851 2153 1 356

In reality, the number of cyber crimésconsiderably larger. The problem is the
RAFFAOMzZ G Ay RSGSOGAYy3a aSOdzNAGE@ oNBIF OKE
breaches tathe police. This could be due to the belief that the breaches have a

negative influence on the public image of the camny. It also needs to be

guestioned whether the companies believe the police are capable of solving these

kinds of crimes.

2.4 Cybersecurityauditing

¢CKS {SOdzNAGE /2YYAUGSSQa 6HAMTO LYLX SYSy
Security Strategy for 20%2020defines in their guide that the cyber security

certificate model will be promoted and supported by the means of national action.
limited national cyber security audit with which organizations can ensure that they
achieve the minimum security level wik Iprepared. The strategic guidelines of

cyber security preparedness afé:Improve the cyber expertise and awareness of all
sodetal actas. 9. Assign cyber security related tasks, service models and common
cyber security management standards to the auities and actors in the business
community.The FINCSC (Finnish Cyber Security Certificate) operating model, built in
the CyberScheme Rot in Finland at JAMK (Jyvaskyla) University of Applied Sciences
is particularly designed for SME cyber security sssent and accreditation and

further development.
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2.5 Security policy

Limnell & co(2015 182) define that the purpose of an imfomation searity plan is to
identify the risks caused by the actions detailed in the enablement plan and to
prepare for them ira suitable way. A security plan has three main parts:

i Situational awareness
9 Effective information security management
1 Preventon and rajd response

{AOQdzr GAZ2Y I E | g1 NSySada o0S3Aya o0& ONBI GAY:S
their links to each otherandtthed @ a 1 SYa 2dziaA RS GKS O2YLI
this is not easy, because usually there are quite many systemseatory.When

situatonal awarenesss mastered effective information securitymanagementan

be performed This means estimating risks and costs. For exgrplmaking risk

plans,it canbe calculatel how much money it is profitable to invest in thee

sections If the rik is minimal, there is no need for maximum protection. Finally,

prevention and rapid response startWhen there is a security breadhere is

knowledge ofwhat to do and how to react.

The Finnish Standards Association (2014) dsfihe polcies for inbrmation security
through control, implementation and how it should be created.

9 Control: A set of policies for information security should be defined, approved by
management, published and communicated to employees and relevantreiter
parties
1 Implementaion guidance: At the highest level, organizations should define an
EAYT2NXIGA2Y aSOdNAGe LRftAOeE HgKAOK Aa |
GKS 2NBFYATFGA2Yy Q& FLIINRBFOK G2 YIylr3aAay3
1 Information secuity policiesshould address requirements created by:
0 business strategy;
0 regulations, legislation and contracts;
o the current and projected information security threat environment.
1 The information security policy should contain statements conogrni
o definition of infomation security, objectives and principles to guide all
activities relating to information security;
0 assignment of general and specific responsibilities for information security
management to defined roles;
0 processes for handling dtions andexceptions
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Figure 2 demonstrates the lifecycle with the PDCA modisl.not enough thaive
policiesare made Thesealso need to be implemented arwheckpointamadeto

ensure that everything works and aat necessary.

) (

wMake
security
policies

wimplement
these to
system

wAct when wCheck
needed everything
J works

Figure2. PDCA Model

There are many ways to form security policieswever,the main thing is to follow

that everybody obeys these policies. The chain is as stroitg\aeakest link.

3 Research

This chapter presents thenplementation of the resarch, thetopic definition, the
purpose of the research and the research questions. In addition, quantitative and
gualitative research and research reliabilities and validity are reported. The chapter
also presents the target grguof the research, the clsgn materal collection

method and the structure of the questionnaire.
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3.1 Research objectives

In this thesis, the main goal is to find out what the state of cybersecsiityCentral
Finland, what the main problems in cyber secudte and how companiesaet to

them. The main research goals are:
1 Goal 1: To review the state of cybersecurity in Central Finland.

1 Goal 2: To find out how the situation in cybersecurity has changed from 2016
to 2018.

3.2 Research method

The research methoh this survey is mainiguantitative since the majority of the
guestions are made with Likert and are in check box format. There are some open
ended questions to definmatters/issuesdomewhatmore; however the main

focus is orthe quantitative analys of the received data.

3.3 Qualitative and Quantitative research methods

Qualitative research is a method for understanding the phenomenon that is being
studied. Edgar & Manz (2017) definestinethods as follows. Qualitative research
includes collection andnalysis of descriptiveata. Reseatt involving humans often
includes information about their emotional state and social characteristics.
Qualitative data can be categorized and sometimes ordered but does not provide the

ability to mathematically quangfthe data. (Edgar & Mar2017, 103)

Quantitative research refers to studies that often use statistical methods. Methods
for collecting quantitative research material can be, for example, interviews or
surveys. Edgar & Manz (2017) define these methodsrdotgly. Quantitative

research involes the collection and analysis of numerical data. Quantitative research
enables the quantification or statistical exploration and explanation of data.
Quantitative provides the most flexibility in analysis and sho@ddught above

gualitativewhen possike. (Edgar & Manz 2017, 103)
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3.4 Survey population and sampling

The participants for the company survey have been selected randomly from the
small and medium enterprises located in Central Finland. The survey was seat to
same target group orhree consective years. Each year the survey included,
however, some minimal changes. If the company had ceased to operate, new
companies were chosen to replace these. Through the survey it was studied how the
companies have prepad themselves for possityberthreds and whether the

company had faced these kinds of threats.

Table 2 presents the answers received through the survey. The invitation to
participate in the survey was emailed to the companies via the survey system. In
addition to this, the sureywas markéed in the newsletter of the Federation of
Central Finnish Entrepreneurs (KeSkiomen Yrittajat) and of the Central Finland

Chamber of Commerce.

Table2. The answers, invitations and respomag

Year Received answers | Snt invitaions Response rate
2016 201 2298 ~8%
2017 101 2276 ~4%
2018 78 2299 ~3%

The invitation to the survey was sent in the spriagd the survey was closed at the
beginning of the summer. Most answers were received in the spring and towagds th

summer theactivity in answering the survey decreased.

3.5 Making the questionnaire

The first version of this survey was made at the beginoirthe year 2016. At that
time, the survey included two perspectives: the company and the educational
institution. This was dueo the fact that the view points of the companies on

educational issues ere also of great interest in the research. In the sgrof 2017,

the survey was republished with slight alterations by excluding questions related to
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education and spafying somedollow-up questions. The latest survey was conducted

in the spring of 2018, which completed the survey covering three differeatsy

42 percent of the questions were identical in all the three surveys, 37cpat of the
guestions were syplemented with additional alternative answers and entirely new
guestions constituted 21 pearent of the questionnaire. The majority of these
changes were made into the survey conducted in 2017. Appendix 2 presents the
structure of the questionnaire and stixs how the questions have been reformulated

and supplemented from year to year.

In the previous years the feedback from the survey includedrs on some

guestions being too sensitive and thus unanswerablg. (8o you believe that your
organization wilbe able to cetect cyberattacks?). It can also be assumed that some
companies dichot want to answer this survey because of the sensitivitthef
jdzZSadA2yad ¢KAA Aa GKS NBlF a2y gKeée Ly | f(
j dzSadA2y¢ gdonde qieRi®RsSrRhe Aagt Sudvey.

Figure 3 shows the survey structure. THuevey was made on a survey program

(based on a webpage). In FiguL, the box surrounding the question numbestates

which questions were simultaneously visible to the userth&equestions can be

found in Appendix 2.

A 4

A

Survey starts Questions 1. to 8. Questions 9. to 17,

A
Questions 23. to 281« Questions 18. to 22

On question 28.
company has noticed
security threats,

Yes»| Questions 29. to 32

No

v

Questions 33. to 38«

A

Survey ends

Figure3. Survey structure
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Since there wer@lenty of questions, they were grouped into six theme groups.

These groups are described below.

Background infanation (Quesion 1.¢ Question 8.). These details were mainly
background information such as the company name, number of erepiywhat
kind of business the company does and where. The purpose of these questions was

to categorize the companies taking partthe survey.

Observations on security (QuestiongQuestion 17.). The purpose of these

guestions was to find out what deogs the companies use on internet connections,
whether the users use their own equipment, whether there is a security policy and
whether the mmpany controlled how the user follows these guidelines. There were
Ffaz2 ljdzSadAzya 2y K2Rsdesar&Bsolcedy L) y& Qa aSOc

Attitudes (Question 18&; Question 22.). The questions on attitudes were mostly
opinion questiois on the Lilert scale, eg. how important is securing different parts

of the company and which security issues condemcompanymost. Tkere were

also questions on what obstacles there are in making the business secure and what

consequences the companies are afrafd

Beliefs Question 23¢ Question 27.). These questions were mainly related to beliefs
and preparedness (g Do you believehat your organization will be able to detect

cyberattacks?).

Actual threats (Question 28.Question 32.). The questions ingt&ection wee

probably the hardest questions to answer honestly, because the section included
jdzZSaiGA2ya aAadDEOUNMA Q& KIKNEFRAYR KI FS 2 OO0 dzNN
part is also the most interesting part because there was a question on whitaer

companynotified the police or the customers on the security breach.

Education and needs (Question 83Question 38.)This part of the questionnaire
was focused on training and the need for instructions on how to react in security
issues. Therewaslso aques2 Y S KSGKSNJ 6KS O2YLIl ye F2ff

and warnings.
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3.6 Data collection and analysis

Data in this grvey wascollectedby distributing unique links to the survey to the
participants by emailand the software that was used recorddte answers ér the

researcher. The data were collected every spring from 2016 t02018.

The programused for recording th@answers vere Digium Enterprise (2016, 2017)
and Webpropol (2018). The program had to be replaced during the research as the

licenseexpred.

Thedata were analysed on SPSS statistics program (version 23). In the analysis, the
percentages of the answers weused to calculate mean values and these two
together were used to draw conclusions from the data. The general question of each
topicwas also ompared to the more detailed ones to see if there was much

difference and if so, where would the differencestdt from.

Furthermore, the data were also processed from the perspectives of correlations and
cross tabulation. In cross tabulatidime interdependence of two variables is studied

and the distribution of different variables is compared with each othee Th

correlation matrix uses a correlation coefficient and its significance test to observe
the linear dependence of the variables dretintervalarR  NJ G A2 & O f S t ¢
correlation coefficient was used to analyze the results of the survey, as it fit the
variables on the ordinal scale. The correlation coefficient is betweeh][and the
correlation is the stronger the further the efficient is fom zero. Huizingh (2007,

290) defines that correlation analysis provides information about the relationship
between two variables. The analysis shows both the strength of the relation and its
direction (positive or negative). Is there a ridaship betwesn age and the amount
spent on tennis wear? Do people who play more often spend more money on court
rental? Corelation analysis answers such questions. A higher correlation coefficient

means a stronger relationship between two variables.
Howto read corrdation values

SPSS statistic program enables data processing. There are many ways to analyse data

and calculaing correlation values is one way ¢onductstatistics, for example
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Pearsson correlation. Thevalue indicates the strength andrdction (z) ofthe
correlation. Bigger is better. Thevalue stands for the probability thane would

see an walue ofthis size just by chance. Smaller is better.

Table 2showsan example of thidt can beseen that the Pearson correlation
coefficient r,is 0.629and that it is statistically significant (p = 0.000). The small n

marks the sampling number.

A Pearson coalation was run to determine the relationship between the questions

Ql I a @2dzNJ 2NBIFYATFGA2y 06SSy ithdutBééd SR o0 @
1Yy26Ay3 F62dzi AGQ YyR Q2Aff @2dzNJ 2NHI YAl
YSEG &SI NI trong positNdcorelatian betwen these pretensions,

which was statistically significant (r = .629, n =78, p = .000).

Table3. Example correlation table

Your organization has
been targeted by a Your organization will be
cyber/information leak subjected to a

without anyone knowing | cyberattack in the next
Q27. How likely do you think that about it? year?

Your organization has been Pearson 1
targeted by a cyber/information | Correlation
leak without anyone knowing Sig. (2-tailed)

about it? N 78
Your organization will be Pearson .629™ 1
subjected to a cyberattack in Correlation
the next year? Sig. (2-tailed) 0.000
N 78 78

**_Correlation is significant at the 0.01 level (2-tailed).

The correlatioranalysis can be found in Appenéds4 - 16. In the table the questions
with statistically significant correlation (at least 1% significance leve been
markedwith two asterisks and the questiotise correlationof whichis somewhat
significant (at least 5 % significance level) by asterisk.

1 *. Correlation is significant at the 0.05 leveltéed).
1 **. Correlation is significant at the 0.0é&vel (2tailed).

To make the tables easy to reabley have been color coded. All statistically

significant (**. Correlation is sigiicant at the 0.01 level (failed)) have been marked
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been marked with a green color.

3.7 Validity and reliability

The key concepts in evaluating the reliability of the stadyreliability and validity.
Reliabilityindicates whether the measurement results are reproducible. Hayes (2008
expains relability with a simple measurement exampkeruler could be usedo
measure the lengtlof one particular partThe partcould ke measuredive times,
obtaining five scoregventhough the part can be characterized by one true length,
onewould expect thefive scores to be slightly different from each other. The
deviation could be due to various random factors in the measurememtgss, such

as variations in the ruler with each measurement or change in ruler length with each
measurement. Tohe extent that random factors are introduced into the
measurement process, any one score obggimay not reliably reflect the true

score. (Fyes 2008, 35)

When developng a questionnaire that assesses customer perception of the quality of
the service oproduct, onewantsto be sure thathe measurements are free from
random error. That ispne wantsto be sure the true underlying level of paption of
guality or satisfaction is accurately reflected in the questionnaire score. \@hen
random error is intoduced into meaurement, the observed score is less reliable in
estimating the true underlying score. Errors of measurement are examined timeler

context of reliability. (Hayes 2008, 35)

As the results were examined, a mistake was detected in quesdowhid of the
following things are covered in your company's security policy? In the years 2016 and
2017 this question was only visible to tresspondentsvho reported having a
cybersecurity plan in use in their company. In the last questionnaire inthis 8
modification was forgotten which resulted in this question being visible to all
respondens. The problem was caused by the change irstitgey platform. The

guestions being the same, this problem was solved with the help of the statistics
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program byrestricting thevisibility of question 14 only to those who in the previous

guestion had stated having a cybersecurity plan in use in thenpeny.

4 Survey results and analysis

During the three years of the research, altogether 380 answers were collasttd
survey @ta (2016 N=201, 2017 N=101, 2018 N=78). In the first phase of the survey,
the response rate was approximately 7 percent, wiasréowards the end of the

survey it fell to about 2 percent. The survey was sent to aroygd@companies in
Cental Rnland inthe spring. Some of the companies had ceased to operate, and
thus, about 100 to 200 new companies were selected to participatee survey

each year. The main goal of the survey was to map the situation and needs of

companies in Centraliandin relation to cybersecurity.

In questions 1. and 2. the participants were asked to (voluntarily) state the name and
city of their compay. These questions were intentionally marked as optional, as
requiring an answer to these questions might havieetked the resuts given by the
following questions. It was assumed that most companies wish to answer the
guestionnaire anonymously. This aggption, however, was not true as more than

55 percent of the answerers filled in the questionnaire using them@aViost of the
answers came from the area of Jyvaskkidwever,also companies from smaller

towns participated. Information about the paripants will not be published asis

not relevant for the study.

4.1 Background information (Q4Q8)

In question 2 itvas aked whetler therespondentwas a member in an organization
aimed at entrepreneurs. In the first year, 78 ment of the answerers belonged to
an organization whereas in the last year the rate dropped to 55pat. The
average of all the three yeawas65 percent (awerage) In the timeline of three
years, 42 pecent of the participants reported belonging to Suomen Yrittgjat (an

organization for Finnish entrepreneurs). 10 to 14 pent of the participants were
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members of the Chamber of Commerweath the averagef 12 percent within the

three years

A

Ly ljdzSaidAaz2y n GKS LlzN1I2 &S gl a G2 FTAYR 2c
Figure 2 described the position of thespondentin the company. More than halffo

the respondens stated being thewner of the canpany (avg. 54%7.his can be

explained by the fact that more than half of the participants in the survey were small
companies employing 1 to 4 persons (avg. 55%). All in all, 7&peof the

respondens (avg.) were business executives. (dief exective officer,

entrepreneur, owner). People in charge of the information security of the company

answered the questionnaire in3percent (avg.) of the cases.

Q4. What is your position in the company?

100.00%
80.00%
60.00%
40.00%
20.00% I
0.00% - = O S
. ntreprene erson
Chle.f ur / Owner Other Other responsible Som_e_other
executive . .. IT manager position,
. of the director employee | for security .
officer which?
Company matters
2018 23.08% 53.84% 3.85% 11.54% 2.56% 0.00% 5.13%
m2017 20.79% 52.48% 7.92% 13.86% 4.95% 0.00% 0.00%
2016  21.39% 55.72% 5.97% 11.94% 2.49% 0.50% 1.99%

Figured. Question 4. What is your position in tkempany?

Theemployee classifation has been compiled based on the classification used by
Statistics Finland (size categories of the personnel, HS1). Most of the participating
companies were small businesses employing 1 to 4 persons. Figure 5. ptégents
sizes of tle companies. Micrenterprises (1 to 4 persons) account for 55 percent

(avg.) of the respondents. Regarding the research, this was a good sample, since the

starting point for the survey was to find out what kind of challenges microenterprises
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facewhen deaing with cyberseciity. It is the microenterprises that suffer from
cybersecurity issues more often than the larger companies that have their own IT

management responsible for these issues.

According to Suomen Yrittjat, companies employewerthan 10 grsons are
definedas microenterprises and companies employing 10 or more people are called
small enterprises. This classification results in the following samples.

1 In 2016, companies employing less than 10 people accounted for 73 perdént (1
companies) ad companies empigng more than 10 people 27 percent (53
companies) of the participants.

1 In2017, companies employing less than 10 people accounted for 71 percent (72) and
more than 10 people 29 percent (29).

1 In2018, companies employirigssthan 10 pople accounted for 67 percent (52) and
more than 10 people 33 percent (26).

The sample wasvenly distributed every year and thus, the results can be considered

comparable.
Q5. Number of employees?
100.00%
80.00%
60.00%
40.00%
20.00%
i = m _ O
1¢4 5¢9 10¢19 20¢49 50¢99 100g
2018 48.72% 17.95% 14.10% 6.41% 6.41% 6.41%
m 2017 56.44% 14.85% 6.93% 9.90% 1.98% 9.90%
2016 58.21% 15.42% 12.94% 4.98% 3.48% 4.98%

Figure5. Question 5. Number of empyees?

The mgority of the participants (Figure 6) operaten the Finnish market (avg. 99%).
Some of the pdicipants do business also in other EU countries (avg. 20%) and

outside the EU (avg. 13%). Some companies operate in all the areas mentioned
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above Nowadays cybrsecurity has become an important factor in doing business.
Companies choose secure comparassheir business partners. Therefore,

cybersecurity auditing will bexcreasng inthe future.

Q6. Where do you do business?

100.00%
80.00%
60.00%
40.00%
20.00%
oo _ HE -
In Finland In other EU countries Outside the EU

2018 98.72% 20.51% 15.38%

m 2017 99.01% 19.80% 11.88%

m 2016 98.51% 18.41% 10.95%

Figure6. Question 6. \WWere do you @ business?

The types of businessthe companies operat@ are fairly evenlylistributed on

every area as described in Figure 7. Bushi@dsisiness arises as the largest area of
business (avg. 76%). The proportion of busifessonsumeroperationsis slightly
smaller (avg. 50%) and busingesgovernment is the area covereddheast in the
business operation of the companies (avg. 34%). Part of the companies do business
in all the areas mentioned above, which is why the combined peatpestexceed

100 percent. Doing business with the public administration accounts for a

surprisingly big share of business areas in the survey results.
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Q7. What kind business does your company make?

100.00%
80.00%
60.00%

40.00%
_ 11
0.00%

Business-to-business (b2b) Business-to-consumer (b2c) Business-to-government

(b2g)
= 2018 74.36% 43.59% 30.77%
m 2017 77.23% 53.47% 37.62%
= 2016 75.62% 52.24% 33.33%

Figure7. Question 7. What kind business does your company do?

The main bsiness of tke participating companies is evenly distributed to all the

areas mentioned in th questionnaire (Figure 8). Service is the largest area of
business operations (avg. 28%). Other areas of business mentioned in the alternative
Q! ye& 2 i K $M&publicKomDikti&tian, electrical engineering, expert

services, consulting, security@accommodation

Q8. The company's main business?

100.00%
80.00%
60.00%
40.00%
20.00% III I
ooy, MAN HEm wmmB — == NN
Industr Constructio| - Business Services = Logistics = Technolo Any other,
Y n and trade 9 9 \which?

m2018 10.26% 14.10% 8.97% 25.64% 3.85% 17.95% 19.23%
m2017 12.87% 11.88% 11.88% 26.73% 3.96% 10.89% 21.78%
m2016 15.42% 8.96% 14.43% 31.34% 1.00% 9.45% 19.40%

Figure8. Question 8. The company's main business?

As a summary, the majority of the participants in this survey aralsentergises,

whose operations focus on doing business in Finland. They mainly wdd in t
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businesgo-business and service industry. When comparing the results from the
three years of the study, it can be stated that the target group has stayed the sa

from yea to year. Even though the response rate decreased every year, the sampling
stayed the same. Therefore, the results from each year are comparable with each

other.

4.2 Observing security (Q917)

Questions 917 were set to clarify how the companitske cyberseurity into
consideration. This means, for instance, which devices have acctss metwork
and whether the company has guidelines for cybersecurity or whether the

forthcoming EU data protection regulation has been paid attention to.

Figure Qresents the equipment, with which the company is connected to the
network. Previously onlglesktop computers were used to connect to the Internet,
however,as technology has advanced also the devices and equipment used have
diversified. As shown in Figa®, compares are active users of smart phones (avg.
84%) in their work today. In additido this, tablet devices account for as much as 55
per cent (avg.) of all the devices used. These two types of devices pose one of the
largest cybersecurity risks the compargs as these devices most often are not
protected in some cases due to the lackskills needed to perform this. Tablets and
smart phones are usually taken along on business trips and connected to the first
open wireless network without furthreconsideraton on the security of the network.
This poses a threat because several useremand passwords have usually been

saved in the smart phone applications or in the device itself.

Based on the answerg can also be stated that the share of lfap computes seems

to be increasing and the share of tablet devices decreasing. Previously many workers
preferred carrying tablet devices on business trips because of the light weight of the
device. However, wding on tablet devices proved out to be slamhich ledto the
increasing use of laptop computers while traveling for work. Other devices

mentioned to be used when connecting to the Internet were servers.
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Q9.Which devices does your company use to access the

Internet?
100.00%
80.00%
60.00%
40.00%
20.00%
0.00% . ] e
Equipment
Desktop Laptop Tablet related to Any other,
Smartphones  company .
computers computers computers . which?
production
(IoT)
2018 71.79% 84.62% 46.15% 84.62% 7.69% 3.85%
m 2017 74.26% 76.24% 59.41% 83.17% 11.88% 0.99%
m2016 71.64% 81.59% 58.21% 83.58% 11.94% 1.00%

Hgure9. Question 9. Which devices does your company use tesstite Intemet?

26 percent (avg.) of the respondents use their own personal devices for work (Figure
10). This can mean for example using their own personal smart photadlet

computer for reading their company email. The share of personal devass h
however,dropped from the year 2016. The underlying reason for this could be the

desire to make a clear distinction between work and freetime.

A personal device alwayauses a risk situation since it is a new device in the
company systems and possiliias no proection. From the perspective of risk
management, it is also relevant to notice that the personal device might also be used
by family members. Therefore, theredgisk the family members have access to

classified materials.
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Q10. Do you use neenterprise equipment to manage
your business?

c018 [ 2sea% . 1as%
c017 | oa7mew . 782%
2016 | sLa%  eseew

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100 %

EmYesmNo

FigurelO. Question 10. Do you use namterprise equipment to manage your
business?

Cybersecurity guidelines are mostly a company procedure detémmifor exampe,

the rules and regulations on what devices can be connected to the companyprietw
and on hav to react of one suspects a security breach. As shown in Figure 11, 35 per
cent (avg.) of the companies had draanybersecurity policy. Compared to the

results of the previous year, there bleen a positive increase in this area. The

companies want tobe capable of reacting to cybersecurity issues.

Q11. Is there a security policy for your company?

2018 L 4859% 5641%
2017 Lo 3se4% . e436%
2016 [NZEI87 s

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100 %

HYesmNo

Figurell. Question 11. Is there a security policy for your company?

The EWlata protection regulation was approved of in the spring of 2016. This
regulation is gaigto be impemented after the tweyear transition period. The EU

data protection regulation affects, in principlall processing of personal information
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in EU countes. According to the guidelines drawn by the Ministry of Finance (2016),

this redulationaffects infamation collected of both clients and the personnel of the
company. As it is an EU regulation, the sanctions given for violating it are equally
extensiveThe regulation has set the sanctionsto 48y i 2F (G KS 02 YLJ

turnover.

Only R percent(avg.) of the espondens were aware of the EU data protection
regulation (Figure 12). The research question may in this case have misled the
respondentsbecause not everyone was able to combine this question with the EU
data protection regudtion. It ispositive, however, to notice the increase in the
knowledge of the participants because the awareness increased by Sepeafter

the regulation came irtt force in 2018. Even though the total is somewhat large, it is
still alarmingly smallampared to the big picture. The increase in awareness is
mostly a result from the media activity and increased education on behalf of the

entrepreneur organizations.

Q12. Are you aware of EU legislation regarding cyber
safety?

eots [ ssase . aasmw
Pot7 s7ew . we2a%
bote asazsesss

0% 100% 20% 30% 40% 50% 60% 70% 80% 90% 100%

mYesmNo

Figurel2. Question 12. Are you aware of the EU legislatiegarding cyler safety?

One of the research questions was drawn to ask whether the company supervises if
the cybersecurity policy is abided by (Figure 13.). Most conegado supervise this,

and yet 21 pecent of the participants reported not to supereithe abidingof the
regulation. The underlying reason for this may be ignorance or the fact that the

employees are not informed about the policy. Alternatively, it rhaythought that
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the security policy has been drawn to hinder normal working. The gigmie of the
document might nohavebeenSy i A NBf & dzy RSNEG22R® LYy KA

answers to Question 11 have been taken into account.

Q13. Are employees controlled to follow the security

policy?
100.00%
80.00%
60.00%
40.00% I
20.00%
0.00% . - - | don't want to
ves No | dontknow answer this question
2018 73.53% 17.65% 5.88% 2.94%
m 2017 61.11% 25.00% 13.89% 0.00%
m2016 69.09% 20.00% 10.91% 0.00%

2018 m 2017 m2016

Figurel3. Question 13. Are employees controlled to follow the security policy?

Figure 14. pesents the areas which are dealt within the company security policy.

CKAA ljdzSadAaz2zy Gl 1Sa Ayid2 | 002dzyi GKS Q@€
Based on the restd, it can be stated that the companies follow the guides to

drawing traditional searity policies. All the areas of the security policy got the

response rate of 50 parent in this question. Additional areas involving the company

security policy wer@ral instructions and agreed practices.
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Q14. Which of the following things are covered in your
company's security policy?

Use of terminals and tools 80.56

4.12%
86.54%

52.94%

Remote Work and Remote Acce_52_780/g
55.77%

52.94%
Responsibilities and organizatiom °

53.85%

64.71%
Problems and consequence 41.67%
57.69%

0.00%
Something else, What?H 5,2.§/6%
: 0

0.00% 20.00% 40.00% 60.00% 80.00% 100.00%

w2018 m2017 m 2016

Figureld. Queston 14. Whichof the following things are covered in your company's
security policy?

While conducting the study, the general assumption was that semédirprises did

not have a defined security policy. This was the reason behind the desire to find out
whether the pesonnel had been advised to recognize confidential issues. As Figure
15indicates, the majority of employees had been taught to recogniz&idential

issues, however, 18 peent (avg.) of the respondents did not know which issues
were classied information. When answering Question 135 percent of the
participants reported the company having a security policy. In relation to Question

11.it can be seen that confidentiality was considerably better taken care of.
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Q15. Is the staff familiarized with the identification of
confidential business information?

100.00%
80.00%
60.00%
40.00%
20.00%
0.00% . - | don't want to
ves No | don't know answer this question
2018 71.80% 15.38% 10.26% 2.56%
m 2017 73.27% 18.81% 7.92%
2016 73.63% 20.40% 5.97%

Figurel5. Question 15. Is the staff familiarized with the identification of confidential
business information?

As Figure 16 shows, 70 pmnt (avg) of the respondents reported taking care of the
company security issues in addition to other duties.d¥fmarticiparts are small
enterprises or entrepreneurs, which means that the company does not have the
chance to hire a separate employee to take caréhe cybersecurity issues and
needs to be able to take care of all this by themselves. As the sihe cbmpany
grows, cybersecurity will also be more resourced. Bigger companies have a hired
employee responsible for cybersecurity issues. It can alsotbrpreted that bigger
companies have their own IT management to take care of the functionality adetev

and sysems. Other actors helping with IT management were spouses.

If the results are compared to the 2018 target group and only companies with
security policies are regarded, the results are surprising. 67cpat of the
participants report handlig things aloigside their own work. Only 18 peent stated

that the company has a hire person to do this job.
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Q16. How are the company security issues are

resourced?
I I I 1 -l - .
Things are This is not a
handled Thereisa | The task has .
. . single
alongside | hired person been \
. S person's
their own to this job outsourced .
responsibility
work
70.51% 8.98% 6.41% 8.97%
72.28% 11.88% 11.88% 2.97%
66.00% 7.00% 16.00% 7.50%

_ I don't want
Something to answer this
else, What? i
question
1.28% 3.85%
0.99%
3.50%

Figurel6. Question 16. How are the company security issues resourced?

The results in Figure 17 show that the com@s are prepred for system

malfunctions and power outages. These are traditional disruptions that occur most

often, but cybersecurity has been forgett. 21 percent of the participants are not

prepared for disruptions. Other problems mentioned in thesamrs were trefts.

100.00%
80.00%
60.00%
40.00%
20.00%

0.00%

m 2018
m 2017
m 2016

Q17. What disruption situations has your company

prepared for?

System Power Information
Abuse .
malfunction outages leaks
41.56% 59.74% 49.35% 25.97%
41.58% 70.30% 50.50% 31.68%
39.30% 62.19% 60.70% 24.88%

The company

is not Something
prepared for  else, What?
disturbances
24.68% 2.60%
13.86% 1.98%
23.38% 3.98%

Figurel?. Question 17. What disruption situations has your company prepared for?
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In conclusion, it cabe stated that taking cybersecurity at areasonable level
however,there are still challenges. Tisgare of smat phones is on a slight increase
and this is a challenging area when it comes to protection. These devices do not
always have installed security software and another problem involves the
applications installe@n the phone. Companies often lbéor appliations that can
help them make their business moeéfective,but they do not stop to consider the
security of these apps. The share of personal devices is fairly small but yet a risk

factor to the company in & the device is used in the frteme.

The nunber of companies having a security policy was surprisingly high when
considering this included small enterprises with limited resources. This is also the
reason why cybersecurity issues are mostly handled alideghe regular work

related duies. The cybrsecurity policy is luckily not only a document in the company
as following the company guidelines is also controlled. Recognizing confidential data

also arose as a key issue in the survey.

4.3 Attitudes (Q18Q22)

It all comes down to the attituelsand how the companydesiresto act. It is up to the
company to decide whether they want to react to cybersecurity issues and consider
GKSY AYLRNIIYyGd ¢KS O2YLIyeQa |GddAdGdRS
can beregarded as threats or possitigis. Breakig into the company network often
a0 NlI&a o0& SELX2AGAYy3 aiay3ats SyLx z2es8S8Qa
cyberattack is not always a malware accessing the company network via the Internet
but can 4o come via a phone call or asignificant email. For exampleemailed links

and attachments containing a malware halsooften been warned about. Yet,

people open these messages without hesitation. Chapter 4.7 deals with the

correlation of attitudes.

Most respondents (Figure 18) csidered it tobe most important to protect bank
records, financial management and customer registers and to secure and update
computer hardware. Traditionallyhe physical goods of the company are regarded

as important,however,it needs to be discussedhether the poducts of the

l.j
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company do not form an equally important part. If there is nodarct, there is no

turnover. When the figures are compared to the previous ygies outlines are the

same. This section includechaw question on updating and s&ring hardwae and

the results attracted large attention when comparing the company attitudes.

Companies have recently started to understand to importance of installing updates.

Q18. How important do you consider securing the
following things?

m 2018, Mean
m 2017, Mean
m 2016, Mean

5.5
5.0
4.5
4.0
3.5
3.0
2.5
2.0
15
1.0
0.5
0.0

Customer
register

4.2821
4.0200
4.0361

2018, Std. Deviation 0.9383
2017, Std. Deviation 1.0247
2016, Std. Deviation 1.1261

Products / Financial
Product = managem

details

3.8590
3.5204
3.6702
0.9219
1.1327
1.1881

ent

4.3846
4.3737
4.3351
0.8410
0.8155
0.8761

Own skills,

know-how

3.9359
3.8700
3.9843
0.9581
0.9283
0.9318

Research

developm
ent
informatio
n

4.0000
3.6768
3.8889
1.0811
1.1502
1.1775

Securing /

Banking = updating

details

4.9359
4.8041
4.8281
0.2465
0.5708
0.5082

computer

hardware

4.6795
4.5300

0.5697
0.6428

Figurel8. Queston 18. How important do you comr securingthe following

things?

Helsinki Region Chamber of Commerce (2016) published a study on the cyberthreats
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employees of the company were considered a great maéthreat. However, as

Figure 19 sbws, the employees were no longer regarded as a great threat in this

survey. There has either been a change in the attitudes, or the question was

misunderstood.
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When asked about the opinions on threats, computers theatdnot beenupgraded,

phishing, makare and breakns into the information systems were thought to be

0KS 6A33Sad GKNBlIGaod hy GKS 20KSNJ KIFIyYyRX
LINE RdzOGA2Y LINRPOS&aasSaQ O2y (N} RAGQésiong A i K
arises whether the companis aware of these risks and what they can cause to the

company in the worst case scenario.

Q19.Which of the following issues do you consider a
major cyber security threat in your business?

55
5.0
4.5
4.0
35
3.0
2.5
2.0
15
1.0
0.5
Internal DDOS (to Attac_ks Ransom
threat of _— . targeting Computer
Phishing Intrusion prevent malmware
the (0] s that
and to the ... (encrypter
company . . . company's . have not
malware informatio operation ° 7 swhich
(own productio been
attacks ' n systemsof the web asks for
employees . n process upgraded
service) ransom)
) (e.g. loT)
2018, Mean 1.8462 3.0641 3.0385 2.8846  2.1410 2.7179 2.8974
W 2017, Mean 1.8247 3.0319 29175 2.7158 2.0412 2.4632 2.9794
m 2016, Mean 1.6283 2.8105 2.9043 2.5052 1.8360

2018, Std. Deviation 0.9813 1.1771 1.1446  1.1731 1.0778 1.1941 1.2441
2017, Std. Deviation 1.0802 1.0102 1.0070 @ 1.0382 1.1449 1.1560 1.2664
2016, Std. Deviation 0.8479 1.0266 1.0193  1.1486 1.0208

Figurel9. Question 19. Which of the following issues do you consider a major cyber
security threatin your busness?

AsFigure2a K2 ga> (GKS O2YLI yASa &aSS y2 KAYRNI)
cybersecurity. A small percentage of the respondents had stated that the lack of
1y26f SRAIS Aa GKS oA33aSad 206adGlF O0ft™®s Ay RS¢
contradicts, however, with igure 22, which presents what the most important areas
F2NJ RSPSt2LIAYy3 GKS 02 YL} ye Q&endvg.)StEdS O dzNR

that the most important area for development is the knowledge about cybersecurity.
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W & Kack ofcyber security serdSa Ay (GKS FFNBF 2F / Sy (NI
alternative into this section. Based on the answers, the companies feel that there are
enough cybersecurity services on offer. Small enterprises can see this parégsaan

expen®, which is why thesservices are not very often used yet.

Q20.How big an obstacle do you consider the following
Issues to be to make cyber safety (more) effective in your

company?
5.5
5.0
4.5
4.0
3.5
3.0
2.5
2.0
15
1.0
0.5
0.0 .
Inappropri
. - ate /
Maintainin Personnel’ . Insufficien obsolete The lack of
The g the . Insufficien  cy of
e s disregard . . tools cyber
difficulty knowledge cy of  informatio .
- . . (software security
of finding  of current . . informatio n related : .
. informatio . and services in
skilled staff .. nrelated to security .
. . nsecurity devices the area of
profession regarding to cyber | measures .
and cyber . with Central
als cyber security and .
threats network = Finland
threats methods .
connectio
n)
m 2018, Mean 24103 | 2.8333 24231 2.8974 | 2.7949 25897 2.3974
m 2017, Mean 2.3579 | 2.8043 @ 2.4842 3.0316 | 2.9565 2.6316  2.1809
m 2016, Mean 2.2054 @ 2.6054 2.2581 @ 2.8118 2.7946 @ 2.5027

2018, Std. Deviation 1.0622  1.0118 1.1226  1.0012 1.0239 1.0743  1.0362
2017, Std. Deviation 1.0907 = 1.0508 @ 1.1096 1.0564 1.0986 1.1114 0.8671
2016, Std. Deviation 1.0113 =~ 1.0989 @ 1.0895 1.1588  1.0840  1.1089

Figure20. Question 20. How big an obstacle do you consider the following issues to
be to make cyber safety (more) effective in your company?

When asked laout the congquences caused byloerattacks (Figure 21.), the
companies considerede most severe consequences to be the infringement of
privacy and interruptions in busines.iif information on the personnel or the
clients ends up in the wrong handsif there are disruptions inlie company

operations because of computer problems.
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Compared to previous years, the percentages on all the consequences have grown,
which can lead to a conclusion that the participants are concerned about these
issues. A yar ago it seened like there was ahange in the attitudes for example
regarding negative publicity. Previously, information leaks were considered to be
negative but the more recent survey shows this might not be the case anymore. The
companies should thin&f the conseguences if they doat inform the public about

the security breaches the company has encountered. The attitudes can also be

affected by the fact that there are news reports on security breaches almost weekly.

Q21. How significant do you consider the consequences
of the followingcyberattacls?

5.5
5.0
4.5
4.0
35
3.0
25
2.0
15
1.0
0.5
0.0 .
Infringe
Loss of ment of Loss of . Damage
. . Loss of : . Business . . .
immovab Negative Privacy income -. .7 Criminal payment
.. market . interrupti. | ..
le publicity (staff or Direct or liability = to the
share -
property customer indirect customer
)
m 2018, Mean 3.1410 3.2179 2.8333 3.6538 3.3077 3.4615 3.2436 3.2179
m 2017, Mean 2.9896 3.0737 2.6882 3.3936 3.1042 3.1875 3.1489 2.9674
m 2016, Mean 2.9037 2.9892 2.8043 3.4652 3.1264

2018, Std. Deviation 1.2350 = 1.1241 1.1889  1.2466 1.1986 1.3929 1.2912 1.3255
2017, Std. Deviation1.1832 ' 1.1132 1.1793  1.1285 1.1560 1.2758 1.2178 1.2265
2016, Std. Deviation 1.2706 = 1.2214 1.2909 1.2711 1.2306

Figure21. Question21. How significantlo you consider the consequences of the
following cyberattacks?

The most important areas for development (Figure 21.) are the knowledge of
information security (avg. 70%) and creating backups (av 47%) as well as improving

the competerte of the personnelavg. 47%).
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In comparison to the previous years, no significant change has arisen. Only the rate
related to creating backup systems had decreased a bit. Technology ages fast and

most backup systems create only extra costthe compaly.

Q22. Main development targets for your company's
cyber security?

0.00% 20.00% 40.00% 60.00% 80.00% 100.00%

] i i 66.67%
Own / entrepreneur's knowledge of mformatlo_ %0
security 71.14%
48.72%
Competence of staff / users 46.53%
45.77%

41.03%
Backup / backups 51.49%
50.75%
. . 33.33%
Increasing education / knowledg 40.59%
36.82%

, , 26.92%

Equipment / hardware / machlnes- 36.63%
35.82%

30.77%

Backup systems 30.69%

33.83%

. 37.18%
Upgrading software 35.64%
35.82%

7.69%
Access control 9.90%
9.45%
W5

) .13%
Something else, What? 0.00%
I 1.99%

, N 256%
| don't want to answer this question 8
= 2018 m2017 m2016

Figure22. Question 22. Main development targets for your company's cyber
security?
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In conclusion, it can be stated that attitudes hanereased; howevemre otherwise

in line with the previous years. Cyberatks and theats are still considered the
biggest risks together with the lack of knowledge. Further education is needed but
the problem of time management needs to be solved too as the employees$yhard
ever have time to focus on these issues. If the niadlustry ofa company is .g.

selling flowers, it is understandable that understanding cybersecurity can be

challenge. Small enterprises might not have the funds to invest in preventing threats.

4.4 Beliefs (Q23Q27)

Questions 2227 were asked to find ouwwhat kind ofbeliefs the companies have
related to cybersecurity. These questions were not included in the 2016
guestionnaire but were added into the most recent questionnaires in 2017 as these

beliefs were regardedsaan essential part of this research.

Figure 23. slows that approximately half of the participants (avg. 55%) believe to be
capable of detecting the cybersecurity threats targeted at the company. Only 17 per
cent think they are not aware of the cyberseitytthreats. It is greahewsthat the
companies hae the right attitude to cybersecurityyowever,it still needsto be
guestioned whether they are overestimating the knowledge they have about the

matter. Detecting cyberthreats is always challenging.

Q23. Do you believe you are aware of ttyberthreas to
your organization?

100.00%
80.00%
60.00%

40.00%
= B
0.00%

Yes No | don't know
2018 62.82% 14.10% 23.08%
m2017 48.51% 20.79% 30.69%

2016

Figure23. Question 23. Doyou believe you are aware of the cyberthreats to your
organization?
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Figure 24. shows that the companies are aware of cybersecurity threats but as can be
seen in Figure 23., they are not necessarily asndstected. 32 pecent of the

respondents do not beleve they are able to detect cyberattacks and 36 qent

cannot tell whether they are or are not. Therefore, it can be said that 6&@etrdo

not think they can detect cyberattacks.

The reason for tlsi awareness can be the active mediaarage and thepress
releases by the Finnish Communications Regulatory Authority on cybersecurity
threats, which makes the companies believe they are aware of the threats.
Compared to the results from the previous ysanncertainty about the matter has
increased a little. It is known that there are threatfiowever the skills to prevent

them are not necessarily available.

Q24. Do you believe that your organization will be able to
detectcyberattacls?

100.00%
80.00%
60.00%
40.00%
20.00% l l l
0.00%

| don't want to

Yes No | don't know . .
answer this question
2018 32.05% 29.49% 38.46% 0%
m 2017 32.67% 32.67% 34.65%

2016

Figure24. Question 24. Do you believe that your organization velble to detect
cyberattacks?

46 percentof the arswerers Figure25) think that the risk for cyberattacks has

grown in the past year. The answers are distiributed roughly in the same proportion
as in the previous questions. It is beneficial that the companies are aware of the risk
and uncetainty about the matter is orthe decrease. As a resuit this, the

companies may more easily ask for help from an external partner in order to solve

the situation.
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Q25. Do you think that the risk ofcgberattackhas
increased during the past year?

100.00%

80.00%

60.00%

40.00%

ST | — B
0.00%

Yes No | don't know
2018 50.00% 29.49% 20.51%

m 2017 41.58% 24.75% 33.66%
m 2016

Figure25. Question 25. Do you think that the risk of a cyb&akhas incrased
during thepast year?

A year ago almost half of the participants (Figure 26) thought that there is no need to
prepare themselves for cyberthreats or that the need for preparedness had not
increased or decreased within the past year.#dang to thelatest surveythe need

for preparedness has almost doubled. Still, most companies neglect creating backups
and therefore, there might be a total disruption in the business in case the company

encounters a cyberthreat.

Q26. Do you think that the need to prepare for
cyberattacls has changed in your organization during the

past year?
100.00%
80.00%
60.00%
40.00% I
20.00%
0.00% . . | don't want to
ves No | don'tknow answer this question
2018 42.31% 41.03% 15.38% 1.28%
m 2017 26.73% 51.49% 21.78%
m 2016

Figure26. Question 26. D you think that the need to prepare for cyberattacks has
changed in your organization during the past year?
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The results shown in Figure 27 confirm the results presented in the previous figures.
The threats are considered tze real and fom the future gerspective the company
may be targeted by a cyberthreat within the following year. Compared to the

previous years, the increase is considerable.

Q27. How likely do you think that...

Your organization has been targetted

cyberfinformation leak by anyone not Your organization will be subjected to

a cyber attack in the next year?

knowing it?

2018, Mean 3.5256 3.4103
W 2017, Mean 2.7216 2.6979
m 2016, Mean

2018, Std. Deviation 1.1016 0.9594

2017, Std. Deviation 1.0679 0.9746

2016, Std. Deviation

Figure27. Question 27. How likely do you think théat

Asa summaryit can be poinéd out that companies consider the threats realistic.
Awareness has increased most likely due to the extensive media covamgever,

it is still noticeable that many companies believe they are incapable of detecting

these tlreats. Futue is frighteningo many companies and they think that in the

worst case scenario a cyberattack could cause a disruption in the business and create

a negative public image for the company.

4.5 Actual threats (Q28Q32)

Though the attitudes have chged, the ocairred security hreats are a sensitive
issue to many companiekarge companies particular,operating in the areas of

B2B or B2(xlo not or cannot publicly admit a security breach unless it is absolutely
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unavoidable. On a worldwide scaleyii (2018) bings these kind of cases into public
knowledge on his website. The case of Dropbox is an example of this:-ROffd
Dropbox suffeed a data breach which exposed the stored credentials of tens of
millions of their customers. In August 201Bey forced @ssword resets for
customers they believed may be at risk. A large volume of data totalling over 68
million records was subsequentiaded online and included email addresses and

salted hashes of passwords (half of them SHAL, half of theppt)cr

Up to B percent (avg.) of the companies reported that the company has not

encountered a cybersecurity attack (Table Zherefore, it can be interpreted that

42 percent of the companies have experienced some kind of security breach or

attack of emilar sort.In comparison with the previous years the percentages are

F LILINRPEAYF GSte GKS al YS | aaretgslogkadvay ©@ ! f (G SN
O2YLIzi SN gl a y2i Ay Of diRécRes nghtiondd B pastn mc  |j
Q{ 2YSGKAY 3 Sffér &ampig phishing, @mais Savdsand ordinary theft.

Three respondents were not willing to answer this question. Even thaggurvey
was answered anonymously, some participants do not dare to comment on this part
as it would be considered an interinaformationleak in the company. The

obligation to be loyal to the employer requires the employee to consider the

O 2 Y LJ yereStaand khg’ émployee is not, for instance, allowed to harm the
SYLX 28 SNR&a NBLWzil A2y @

What makes the table interesting is tifigct that almost every threat mentioned
from stealing credit information to ransomwarénas occurred. Email scams and
misconfgured servers were also mentioned as threats in addition to the ones listed

in the table.
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Table4. Question 28 Which of the following security threats have occurred in your
company?

2018, N=78 2017, N=101 2016, N=201
N % N % N %
User IDs and passwords have been

stolen and have been misused 2 274% 4 39%% 6 299%
Ransomware has lkeda compute 4 548% 4 396% - -
There have been attempts to spy on w

3. related information 10 1370% 7 693% 18 896%
Identity has been stolen and has been

4. misused 1 137% 2 198% 4 199%
The organization has lost money beca

5. of online scams 0 0 % 2 198% 6 299%

6. Company data has leaked 5 685% 3 297% 1 050%

The company has loshportant
7. information due to hardware failure 4 548% 12 1188% 26 1294 %

A terminal (phone, computer, etc..) ha:
8. been stolen or lost 4 548% 4 396% 9 448%
An employee has been exposed or ha
become aware of the confidential
information he or she has not been

9. entitled to 7 959% 7 693% 7 348%
The workplace credit card has been

10. misused 2 274% 3 297% 7 348%
A security breach / denial of service ha:

11. been targeted to the company 5 685% 11 1089% 15 7.46 %
The company has not been exposed t

12. security breach 44 6027 % 56 5545% 118 5871 %

13. Something else, What? 6 822% 17 1683% 21 1045%

14. | don't wantto answer this question 3 411% - - - -

vdzSaidAz2y HpP QlaBoatthR deduritgtBret réfekrgt Ro inZtuz(
LINSE@A2dza 1ljdzSadA2yKQ gl a 2yfté | RRNBaaSR
security breach or similar incident hadaaered in thecompany. In Table, parts 1

FYR o NBFSNI G2 GKS O2 yhelsetwi threadsgly20M8 $e v a
companies had detected 40 peent of the attacks. In the previous years, this

percentage had been higher.

Every fifth cybersecity threat wasinformed to the company by a client. In Table 3.,
additional ways to find ouabout a threat vere information from the client,

observing an employee and an anonymous report.
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Table5. Question 29. How did you find oabou the secuity threat referred to in

the previous question?

We detected it ourselves using our own
1. prevention and intrusion detection syste

2. Our users reamizal it and eported it

We recognized it bypurselves because w
3. checked and analyzed our logs

Law enforcement/intelligence
4. organizations warned us

Third party, such as @ internet operator o
5. service provider, informed us

6. Something else, What?
7. 1 don't want to answer this question

2018, N=78

N

7

5

3

%

2593 %

1852 %

1481 %

0%

1481 %

2593 %
1111 %

2017,N=101 2016, N=201
% N %

38.00% 38 4176 %

PR ORZ

2200 % 22 2418 %

9 1800% 13 1429 %

2 400% 4 440%

1200 % 14 1538 %

g~ o

3000% 17 1868 %

When asked about what kind of inforrii@n the intruders might be looking for (Table

6), there is variation in thanswers. As many as 50 pent reported not knowing

this, which in itself is a good answer since in most cases it is impossible to say why

the network has veen broken into and afthe intrudersare looking for. They are

often trying to take control of te system in order to use it to break into the next

system. 24 percent of therespondens thought the intruders were looking for

confidential information on the products or seces d the company. 13 pecent
suspected the intruders were trying to fiddy F2 NX I G A2y 2y GKS

partners. Other information the intruders might try to get was credit card

AYF2NXYIEGAZ2Y OGKIF G O2dzZ R

0S G daNddaRy kialy {0 2

of information that could be used to blackmail the company.

o2Y

Y 2
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Table6. Question 30. What kind of information do you think intruders are looking
for?

2018, N=78 | 2017, N=101| 2016, N=201
N % N % N %
Personhinformation of senior

1. management 4 1481% 1 200% 8 879%
Personnel information such as names,

2. responsibilities and units 5 1852% 1 200% 5 549%
Information of subcontractors, partners

3. suppliers, or customers 3 1111% 7 1400% 13 14.29%
Confidential information about our

4. products omservices 9 3333% 9 1800% 18 1978 %

Network related information, such as
network structure and other devices on

5. your company network 1 370% 7 1400% 9 989%
6. | don't know 12 4444 % 26 5200% 49 5385%
7. Something else, What? 3 1111% 10 2000% 14 1538 %
8. I don't want to answer this question 0 0% - - - -

Questions 31 and 32 were new to the questionnaire. Cases where a company has
encountered a security breach are often dissed however the actions taken after

the breach are rarely negotiated. Only 7 pent of the cases are reported to the

police (Figure 28). This number sounds extremely low but can partly be explained by
the nature of a security breach. In some casesefample, thecompany had been

sent scam emails.dditionally,these cases could be reported to the polib®wever,

the report most likely would not lead to any results. Based on the results, it can be

noted that very rare cases are reported to the autiies.
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Q31. Was the police notified about a breach of
information orcyberattack’

0% 10% 20% 30% 40% 50% 60% 70% 80% 90 % 100 %

2018 mm

2017 .

2016

2016 2017 2018
mYes 8.00% 6.45%

No 72.00% 67.74%
| don't know 20.00% 16.13%
| don't want to answer this

. 9.68%
question

Figure28. Question 31. Was the police notified about a breach of information or
cyberattack?

When going through the results it can be seen that the attitudes of the companies

have changed toward more open and seculitgaches hae more often been told

about in the media. As Figure 29 shows, the clients are not often informed about the
security breaches in fear of the breach affecting the business with the clientele. Only

3 percent of the cases were told to the cliergad 80 percent of the participants

reported not informing the clientele about any security threats. The new EU data
protection regulation vinich obligates dhe companies to inform the people about

security breaches that concern them. This is a positigp Shce itisnot only

RAAlI RGIyYydl 3S2dza 2 02y OSIt AYyF2NNIGA2Y
LISNELISOUA DS 6KSY O2YaARSNAY3A K2g Al GAff
0S aSSy 4KSGKSNI 0KS O2YLJ yAS&@ndithgl 3S GAf
negative publicity that follows.
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Q32.Did the security breach or cyberattack become
public or come to customer&nowledge?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90 % 100 %

2018

2017

2016

2016 2017 2018

Yes 2.04% 3.22%
No 81.63% 77.42%
| don't know 16.33% 9.68%
| don't want to answer this

. 9.68%
question

Figure29. Question 32. Did the security breach or cyberattack become public or
come to customers” knowledge?

To summarize, the occurred threats are real and the customers are rafetyned
abouti KSY 06S0OFdzaS AdG A& GK2dAKG G2 FFFSOI0
It is worrying that only a few cases are reported to the police. It remains to be

clarified whether the reasorsthe desire to conceal the matter or the distruatthe

policeF 2 NDSaQ OF LI oAfAle (G2 az2ft@S GKSaAS 1Ay

latter reason is reality because of the lack of resourcing in the police forces. Appendix
1 presents the cases reported to and solved by the police. For exaimpihe case of
security breaches, the police were able to solve only 10geett of the cases in a

year. A digital breach is challenging to solve due to the inexistence of physical

elements.

4.6 Education and needs (Q3838)

The educational background of the elopees often plays a big role when talking

about cybersecurity. Training the personnel to increase their knowledge of
cybersecurity can nowadays be seen in education and these issues are taught to
a2YS ai0dzRSyda | fNBIR& Ay dnyfshue NiEeRbarRddl (0 S

these issue, but the working generation should not be forgotten either.

Q)¢
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Flgure 30 shows that there is little training on cybersecurity offered to the personnel
by the company. Only 17 peent of theemployeeshave participated in

cybersecurily training. Even though the number is small, it is a start and according to
the statistics education is becoming more common. The increase in training in 2018
is most likely a result from the GDPR EeralData Protection Regulation)

training that the conpanies were forced to react to. When asked where the training
had taken place, employees mentioned internal training by the company, seminars

and GDPR training.

Q33.Have your company's employees attended an
information security training during the past year?
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100 %

20118 |
2017 |
2015 |1

2016 2017 2018
mYes, Where? 13.43% 12.87% 24.36%
mNo 86.57% 87.13% 75.64%

Figure30. Question 33. Have your company's employattended an nformation
security training during the past year?

The study tried to clarify how strongly the companies follow Ficora (Finnish
Communications Regulatory Authority). As Figure 31 shows, almost half of the
participants were aware of the secéasandinformation offered by Ficora. It is a
significant step towards enhancing cybersecurity if companies follow official sources.
The media occasionally inform about new instructions but also highlight wrong issues

becauseof ignorance.
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Q34. Are you familiar with FICORA's instructions and
warnings (cybersecurity)
0% 10 % 20% 30% 40% 50% 60% 70% 80% 90% 100 %
2018 I

2017 I
2016

2016 2017 2018
mYes 41.58% 52.56%
mNo 58.42% 47.44%
HYes mNo

Figure31. Question 34. Are you familiar with FICORA's instructions and warnings
(cybersecurity)

Figure 32 presents the areas which the participating companies would be interested
in getting training on. Based on the answers, the need fonimngiis constantly

growing and companies are increasingly interested in these issues. The problem may
often be, however, the financial pressure as the training always costs something and
the time spent on training the employees is taken from the time sperthe actual

g2N] GKIFG ISYSNIiSa GKS O2YLIl yeQa Gdz2Ny2¢

Software security arose as one of the most interesting areas and this can be seen as
the right direction to take. Most oftent is exactly the outdated software through

which the malware can spreeonthe the eV LJt 28 SSaQ 02 Y LJdzi SNA @

Hardware security, the security of data files and telecommunications security were
also issues that often came up in the answers. Other issues mentioned in this
guestion were going through basic things and providing kls for the owner-

managers of small enterprises.
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Q35. In which information security areas would you like
to receive more training?
100.00%
80.00%
60.00%
40.00%

I 1 ok e
0.00% III III III [ 1 ]|

Security Telecom Personne
of data  municati | Safety -
files - ons Issues Operatio
Software Handling security - related nal
Security - and For to roles, | security - Somethin
' Software protectin example, responsi  For g else,
security | premises rotectio security g data bilities, example, What?
leading and pn of the issues  electroni| transfer and  password
and  equipme combute cand @ security informati S
control nt rp paper mechanis on
R 2 OdzY Xs security

m2018 23.44% 21.88% 37.50% 57.81% 37.50% 39.06% 21.88% 32.81% 7.81%
m2017 22.77% 16.83% 43.56% 37.62% 33.66% 26.73% 20.79% 30.69% 7.92%
m 2016 20.00% 16.00% 47.00% 43.50% 27.00% 36.00% 18.00% 34.50% 8.00%

Hardwar
e
security -
For
example
general

Administ Physical
rative | security -

Security - Physical

Informati protectio
on n of

Figure32. Question 35. In which information security areas would you like to receive
more training?

Figure 33 was drawn to highlight what kind of educational backgrounds the
employed peoplehave. As seen in the answers, all the levels of education have been
an alternative. Approximately 43 peent stated not having hired new personnel. In
these cases the answerer may have been an ownanager, whose resources to

hire new emjoyees are alwgs small.
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Q36. Once you have hired a new person, they have

100.00%
80.00%
60.00%
40.00% I
»o mlll Eml il
oo M [ mEN =
Vocational Bachelor's , W(_a have not Something else,
e Master's Degree hired new
qualification Degree What?
employees
m 2018 26.32% 30.26% 15.79% 44.74% 2.63%
m 2017 31.68% 24.75% 17.82% 40.59% 0.99%
m2016 55.22% 30.85% 19.90% 13.93%

m 2018 m2017 m2016

Figure33. Question 36. Once you have hired a new person, they have

The respondents were also asked to evaluate the IT skills of their employees. Based

on the answers in Table 3., most companies estim#teir employe&s 8 Q a1 Af f a

average.
Q37. Evaluate the IT skills level of new employees
0% 10% 20% 30% 40% 50% 60% 70% 80 % 90 % 100 %
2018 I
2017 e —
2016 | —
2016 2017 2018
m Weak 5.97% 5.94% 7.69%
H Average 50.75% 27.72% 33.33%
m Good 43.28% 26.73% 19.23%
We have not hired new 39.60% 39.75%
employees

mWeak mAverage mGood We have not hired new employees

Figure34. Question 37. Evaluate the IT skills level of new employees

In conclusion, it can be stated that companies have educational needs and they view
training necessary these daysobt respondentshave been able to estimate in thre
LINS@A2dza FyagSNAR (GKIG GKS OeoSNBSOdzNR G @
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A question arises why the curricula in degree programs has not been developed to

react to these issues more preciselyhigher educaion, the basic studies contain

only a little content on cybersecurity. On secondary level, the training on

cybersecurity is minimal. For example the study programs in social services only

contain some training on data protection, not on cybecuity. The® people are,

however, the ones who deal with confidential materials in their work, which makes it
GSNE AYLRNIOIFIYG F2NJ GKSANI GNIFAYyAy3a G2 NB3

4.7 Correlation analyzing with SPSS

In order to analyze the data, SPS&ististics apgtation (version 23) was in use.

With the help of the application, it was possible to make statistical conclusions on
the data. A correlation analysis was performed on questions 18, 19, 20, 21 ja 27 that
consisted of the Likert scale. Allet correlationsin the questions mentioned above

were positive

Correlation tables can be found in the Appendicesl$. The tables show that
statistically significant correlations can be found in the questions that have been
marked with two asterisks (}* Staisticallysomewhat significant correlations can be

found in some questions. These correlations can be recodifiae one asterisk (*).
4.7.1 Q18. How important do you consider securing the following things?

Question 18 was asked to find out thesponderii & @hiors lohhow important they
consider securing the things mentioned in the questionnaire. The question
arguments can be found in Appendix 1 and correlation tables in Appendicés 4

There are three pages because the tables are separatedygdrs P18, 217, 2016.

Based on the results from 2018, there are statistically significant correlations in
several parts. Themost significantorrelations can be found in the following parts:
Research & development information; Products / Product dgt&inacial
managementOwn skills, knowow. There was a strong, positive correlation
between these pretensions, which was statistically significant (r >.429,n =78, p =
.000).



57

In the results from 201,the strongest correlations can be found in tlaldwing

parts: Customeregister; Securing / updating computer hardware and Research &
development information; Products / Product details (r > .555, n = 97, p = .000).

LY HAamcX (0KS Y2ad aAAIYATFTAOF yi-KEBNINBE | (A 2

Reseach & deelopmentinformai A2y Q Yy R Qt NERdzOGa «k t NBR
187, p = .000).

¢2 adzYYINRAT ST AG OFry o6S &aGFrGSR GKIFG GKS
Qt NP RdzOG & k t NPRdzOG RSiOFAfaQ OeenadySt I GS A
& S b ddifelatons more than half of the parts correlate statistically significantly with

other parts.

4.7.2 Q19. Which of the following issues do you consider a major cyber

security threat in your business?

In Question 19, the aim was to askout the issuedhe respondentsregarded as
major security threats in their business. The question arguments can be found in
Appendix 1 and the correlation tables in Appendices97 There are three pages
because the tables are, again, separated by y2at8, 2017, 204).

Inthe resuls of the year 2018, there are statistically significant correlations in
several parts. The biggest correlations can be found in the following parts: Intrusion
to information systems; DDoS (to prevent the operation of théwservice); Phisng

and malwareattacks. There was a strong, positive correlation between these

pretensions, which was statistically significant (r >.532, n = 78, p = .000).

When compared to the results of the year 2017, the biggest correlations are fioun
the following pars: Phishig and malware attacks; Intrusion to information systems;
DDoS (to prevent the operation of the web service); Attacks targeting to company's
production process (e.g. netwoidonnected production equipment or device (loT)) (r
> 515, n = 9% = .@O).
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In 2016, the most significant correlations can be found in the following parts:
Phishing and malware attacks; Intrusion to information systems; DDoS (to prevent

the operation of the web service) (r > .573, n = 186, p = .000).

Alin all, it ca be saited thati KS LI NI d Wt KAAKAY 3 | yR YI f ¢
AYTF2NXIGA2Y aeadsSyaQ FyR Q552{ 642 LINBGS
O2NNBfIFGS Ay SOSNE &SIFNRa NBadzZ Gaod | |§7F

statistically synificantly with other parts.

4.7.3 Q20. How big an obstacle do you consider the following issues to be to

make cyber safety (more) effective in your company?

Question 20 asked for opinions on which issues hinder effective cybersecurity most.
The question argments can be foundin Appendix 1 and the correlation tables in
Appendices 1@ 12. There are three pages because the tables are separated by year
(2018, 2017, 2016).

Examining the results from 2018, statistically significant correlationgegound in
every part Only onegpart contains a statistically somewhat significant correlation.
The biggest correlations can be found in the following parts: Insufficiency of
information related to cyber security; Insufficiency of information relategecurity
measues and nethods; Mantaining the knowledge of current staff regarding
cyberthreats. There was a strong, positive correlation between these pretensions,

which was statistically significant (r > .637, n =78, p = .000).

In 2017, there were stastically sigrficant crrelations in all the parts. The biggest
correlations can be found in the following parts: Insufficiency of information related
to cyber security; Insufficiency of information related to security measures and

methods (r = .831, n 82, p =.000).

Based orthe resuts of the year 2016, there are statistically significant correlations in
all the parts. The biggest correlations are found in the following parts: Insufficiency of
information related to cyber security; Insufficiency ofornmation relatel to seairity

measires and methods (r = .835, n = 184, p = .000).
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Ly O2yOfdzarazys Al OFy o6S aidlFldSR (GKI{G GKE
OB06SNJ AaSOdzNRA (e Q YR QLYyadzFFAOASYyOe 2F Ay
metKk 2 R4 Q Gigniitdlf it SNE &SI NRa NBadzZ dad Ly S

one part correlates statistically significantly with other parts.

4.7.4 Q21. How significant do you consider the consequences of the

following cyberattacks?

Question 21 askY QI 2 ant do yadobrisifiekh® consequences of the
F2ft26Ay3 OBOSNI GGl O1aKQ ¢KS ljdzSadAazy I N
correlation tables in Appendices &3l5. There are three pages because the tables

are separated by year (2018027, 2016).

In the resuls of 2018there are statistically significant correlations in every part. The
biggest correlations are found in the following parts: Loss of income Direct or
indirect; Business interruption; Criminal liability; Damage paymethéccustomer.
There was astrong, sitive correlation between these pretensions, which was

statistically significant (r > .636, n = 78, p = .000).

In 2017, there were statistically significant correlations in all the parts. The biggest
correlations are fand in the follaving pars: Loss oincome Direct or indirect;

Business interruption; Loss of market share. There was a strong, positive correlation
between these pretensions, which was statistically significant (r > .613, n =91, p =
.000).

Based on theesults of the yar 2016 there arestatistically significant correlations in
all the parts. The biggest correlations are found in the following parts: Loss of market
share; Negative publicity; Loss of income; Direct or indirect (r >.449,n =179, p =

.000).

Tosummarisef cantestated K i Q[ 2aa 2F AyO02YS 5ANBOI
YEN] SO aKFENBQ O2NNBfIGS aAAYyATFAOLyGta Ay

of all the years correlate statistically significantly with others.
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4.7.5 Q27. Hov likely do youthink that

QuestonHT Aada Ql2g fA1Ste R2 &2dz GKAY]l OGKI (K
Appendix 2 and the correlation tables in Appendix 16. This question was present in

the survey only in 2018 and in 2017.

There were only two choicesvhich wereHas your organizationbeen targeted by a
cyber/information leak without anyone not knowing about g¥Vill your

organization be subjected to a cyberattack in the next year?

Based on the results of 2018 (r = .835, n = 78, p = .000) thera stasng, posite
correlation between these pretensions, which was statistically significant. The 2017
results was also a strong. There was a positive correlation between these

pretensions, which was statistically significant (r = .552, n = 96, p = .000)

4.8 (Qosstabulaton analyzng with SESS

The covariation between two variables can be examined with the help of

crosstabulation. This procedure enables a more detailed processing of the desired
records. Chapter 4.2 dealt with security policy and EU legislatvthich have ben

analyzd throughcrosstabulation. Table 7 describes the crosstabulation for questions
WLa GKSNB | aSOdzNAGeée LIRfAO& F2NJ 82dzNJ O2Y

When analyzing the results, a question arose about whethergéspondets have
misundersbod the guestion. Tough crosstabulation, it can be noted that the
security policy is mainly existent in big companies. Also smaller companies have

drawn these policies but in a smaller scale than the bigger enterprises.
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employees?
Is there a security policy for your company? * Number of employees? Crosstabulation
Number of employees?
Survey 2018 1c4 5¢9 10¢19 | 20¢49 | 50c99 | 100¢ Total
Is there a scurity policy| Yes 8 7 7 3 5 4 34
for your company? No 30 7 4 2 0 1 44
Total 38 14 11 5 5 5 78
Number of employees?
Survey 2017 1c4 5¢9 10¢19 | 20c49 | 50c99 100c Total
Is there a security polic| Yes 12 7 2 4 1 10 36
for yourcompany? No 45 8 5 6 1 0 65
Total 57 15 7 10 2 10 101
Number of employees?
Survey 2016 1c4 5¢9 10¢19 | 20c49 | 50¢99 | 100 Total
Is there a security polic| Yes 17 14 5 2 4 10 52
for your company? No 100 17 21 8 3 0 149
Total 117 31 26 10 7 10 201

Table 8pesentstts ONR aadl odzE | GA2Yy 2F

NBIFNRAYy3I O@oSNI alfsSieqQ

awareness of the EU legislation is highédbigger enterprises. As chapter 4.2 stated,

j dzSadAz2ya
YR WbdzYoSNJ 27

it is positive that theawareness of the EU legislation has increased among the

companies. GDPR came into effect in the spring of 2018, which explains the weaker

figures in 2016 and 2017.

1}

é

~
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Table8. Crosstabulation: Are you aware of Edi$lation iegarding cyber safety? *
Number of employees?

Are you aware of EU legislation regarding cyber safety? * Number of employees? Crosstabul
Number ofemployees?

Survey 2018 1c4 5¢9 | 10¢19| 20¢49 | 50¢99 | 100; | Total
Are you aware of EU legisian | Yes 16 10 6 4 3 4 43
regardirg cyber safety? No 22 4 5 1 2 1 35
Total 38 14 11 5 5 5 78

Number of employees?

Survey 2017 1c4 5¢9 | 10c19| 20¢49 | 50¢99 | 10Qc | Total
Are you aware of EU legislatio Yes 12 0 2 6 2 2 24
regarding cyber safety? No 45 15 5 4 0 8 77
Total 57 15 7 10 2 10| 101

Number of employees?

Survey 2016 1c4 5¢9 |10¢19| 20c49 | 50¢99 | 100; | Total
Are you aware of Elégislation | Yes 18 4 3 3 1 4 33
regarding cyber safety? No 99 27 23 7 6 6 168
Total 117 31 26 10 7 10| 201

From Tables 7 and 8 one can draw the conclusion that bigger companies are more
active. One facilitator to this is the IT management of the company. Considering the
YSEG adNBSes Al ¢2dz R 0S8 dzaSTdzshiz FAYR
them to have an IT management of their own.

Tableda K2ga GKS ONRAaallodzZ FdA2y 27F 1jdzSAaGA 2
NBE&2dzNOSRKQ YR WbdzYoSNJ 2F SYLX 28SSakKQ !
do not have a separate person hired to tatae of secuity issues. What makes the

table interesting is the question on outsourcing. In 2016 and 2017, surprisingly many
companies had oursourced this area. Percentagge the figures follow the

percentages of the results in 2018.
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Table9. Crosstabulation: Howre company security isss@&esourced? * Number of

employees?
How company security issues are resourced? * Number of employees? Crosstabulation
Number of employees?
Survey 2018 1¢4 | 5¢9 |10c19|20c49|50¢99 | 100¢ | Total
How Things are handled alongside thei 32 | 10 7 3 2 1 55
company | own work
security | There is a hired person to thisjob| 0 0 1 1 2 3 7
issues are | The task has been outsourced 0 2 2 0 0 1 5
resourced? This i i '
This is n-o'F a singlgerson's 5 1 1 0 0 0 7
responsibility
Something else, What? 0 0 0 0 1 0 1
| don't want to answer this questiol 1 1 0 1 0 0 3
Total 38 | 14 11 5 5 5 78
Number of employees?
Survey 2017 1¢4 | 5¢9 |10c19|20c49|50¢99| 100c | Total
How Things ardandled almgside their 6 | 11 5 8 1 2 73
company | own work
security | There is a hired person to thisjob| 3 1 1 0 0 7 12
issues are | The task has been outsourced 5 2 1 2 1 1 12
resourced? This i i '
This is n_o'F a single person's 5 1 0 0 0 0 3
responsibility
Something else, What? 1 0 0 0 0 0 1
Total 57 | 15 7 10 2 10 | 101
Number of employees?
Survey 2016 1¢4 | 5¢9 |10c19|20c49|50¢99| 100c | Total
How Things are handled alongside thei 86 | 22 15 4 3 2 132
company | own work
security | There is a hired person to thisjob| 1 2 0 2 1 8 14
issues are | The task hs been outsourced 14 4 9 2 3 0 32
resourced? This i i '
This is n_o'F a single person's 9 3 1 5 0 0 15
responsibility
Something else, What? 6 0 1 0 0 0 7
Total 116 | 31 26 10 7 10 | 200

Table 10 focuses on thaecurred threats. The crosstabulation was made ongart

W' AaSINVRS5BI 2aa¢2NRaA
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here as stealing the user IDs is ttedhe usersknowhow.
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Tablel0. Crossabulation: Which of the following security threats have occurred in

your company?:User IDs and passwords have been stolen and have been misused *
Number of employees?

Which of the following security threats have occurred in your company?:U&kr and passords
have been stolen and have been misused * Number of employees? Crosstabulation

Number of employees?

1c4 5¢9 | 10¢19 | 20c49 | 50¢99| 10Q¢ Total
User ID&nd passwords have | 2018 0 0 1 0 0 1 2
been stolen and have been |2017 1 0 1 1 0 1 4
misused 2016 4 0 1 1 0 0 6

The occurred threats are mentioned in Table 11. Crosstabulation was made on parts
Wwlk yazYgl NB KIFa f201SRSNKMLIO2 ¥ S&E O ¢ KB R NX

that the size of the company is irrelevant.

Tablell. Crosstabulation: Which of the following security threats have occurred in
your company?: Ransomware has locked a computer * Number of employees?

Which of the following security threats have occurred in your company?: Ransomware has lo
a computer* Number of employees? Crosstabulation

Number of employees?
1c¢4 | 5¢9 | 10¢19 | 20c49 | 50¢99 | 100; | Total

Ransomware has locked a 2018 0 0 0 1 1 2 4
computer 2017 3 0 0 1 0 0 4
2016 N/A| N/A N/A N/A N/A N/A N/A

Bigger companies often havedin own ITmanagement that takes care of
maintaining the functionality of the devices. IT management cannot, however,
prevent the employees from openingharmful file. As the tables presented

previously show, these kinds of events occur in companied sizal

5 Research discussion

The goals of the research were defined in chapter 3.1. This section deals with the

results of the survey from thperspective of the goals.
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While going through the statistics, a question arose on why the response rates were
sosmall (< 7%and got smaller all the time. Many of the company representatives

said there was a steady flow of surveys of this kind and no tiimnespond to all of

them. Spring is the busiest time for many companies as summer is approaching.
Another reasa for decreasing response rates was the media writing about the
LIKAAKAY 3 FGGSYLIWia 08 ONAYAYlIfad hgdh O2VYlL
that research is being conducted but we do not want to respond to the questionnaire
as it could be connectetb the busy Sa a4 2F 2dzNJ O2YLI yeQd hy
also a positive thing that the companies carefully consider which questionnaires are
worth answering. Even though the survey was advertised as anonymous and the
respondents were not required to giait any pesonal information, some of the

participants were reserved about this study.

5.1 Gomparison of results with previous research

There arenot many current and comprehensive studies on cybersecurity in Finland.
Companies working in cybersecurity hgaublished rgorts but these mostly inform
the public about the findings they have madeg.ewhat kind of malware their

software detects and arts, or how a detected malware functions.

From the existing studies, the one conducted in 2016 by HelsinkbiR€gamber 6
Commerce (HRCC) on the cyberthreats companies face is of special interest because

it resembles this survey.

The study by HRCCweus all of Finland and is based on answers given by 754
companies (companies employingtlpersons n=206;-89 persons n=35750-199
persons n=100; over 200 persons n=91). The sample in the HRCC study is
considerably larger than that of this studyoweve, the results are still comparable

with each other.

On a general level, similarities and differences can bedauthese sudies. The
results of the HRCC study show that companies have faced similar problems to the

ones mentioned in chapter 4. A compsaon was made ofive parts where the
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guestions are of the same sort. The study by HRCC askeedgbendens to dioose

different alternatives whereas this study used the Likert scale.

Ly GKA& addzReée vdzSaidAaz2y mog 61 a iderakmad@dK 27T
OB0SNJ aSOdzNRAGe GKNBFG Ay e2dzNJ 6dzaAySaaK(
biggest threats a Phishing ad malware attacks (47%), Intrusion to information

systems (36%) and Internal threat of the company (own employees) (27%). In this

study, the two first ones are in line with the HRCC study but the third Internal threat

of the company (own empiges) does ot correspond to the results in this study,

where this was rated as the smallest threat every year. Ransom malware (20%)

placed fith in the HRCC stugdwhereas in this studyt was placed in the top end of

the spectrum. The reason for thisrche the inceased market share of these ransom

malware.

vdzSadA2y wn ¢l a Wi 2¢g oA |y 204G 0t S R2
makS STFSOGAQGS OeoSNJ al FSGé& oY2NBUv STFSOIU
the three biggest obstacleme Pasonnel's dsregard for information security and

cyber threats (42%), Insufficiency of information related to cyber security (34%) and
Maintaining the knowledge of current staff regarding cyber threats (33%). The results

of the HRCC study correspond to tlesults ofthis study in this question.

Ly vdzSaidAz2zy um Wl 2g AAIYATFTAOFYy(dl R2 @2dz C
Oe 0 SNJ I RGC sixfesithatiize three biggest concerns are Loss of income,

Direct or indirect (45%), Infringement of Privdetaff or customer) (40%) and Loss of
immovable property (37%).dditionally,in this sense the results of both studies are

in line with each ther.

vdzSaidAz2y Hgp Wl 28 RAR @2dz FAYR 2dzi | 062 dz
LINE @A 2 dza |j deSthail Ac®drdikg@ HAEQ, tNéitiFele most common ways

to detect security threats are the following: Third party, such as an internet operator

or service provider, informed us (40%); We detected it ourselves using our own
prevention and intrusion detectiogystems (366) and We would probably not notice

Fy 2y32Ay3 AY(INHzZAAZ2Y OS6ow:0d hLIIAZYy Q2SS ¢
Ay ( NHza A 2pyesent inlQaestifr22@ but a similar question can be found in
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vdzSaliA2y Hn AYy GKAA& arordaRizatorowibeablétd dz 6 St A €

RSGSOG OeoSNIIFGGIO1aKQUd | SN GKS LI NI AC

recognize cyberattacks at tH&elihood of 32 pecent.

Ly vdzSadAz2y on W2KIFIG (AYR 2F AYTF2NXYIFGA2Y
HRCnames thefollowing as the three most common answers: | don't know (40%);
Confidential information about our products or services (40%) afatrhation of

subcontractors, partners, suppliers, or customers (33%).

In conclusion, it can be said that bassaithe chos& questions, this study focusing
on Central Finland is in line with the HRCC study. There are several similarities, as

well as somalisparities.

5.2 Analyzing the cybersecurity state view

The main goal of the study was to determine the state dfecyecurity n Central

Finland. Chapter 4 deals with the results of the study and states that the results from
the three different years of theurvey are comparable with each other. Even though
the sample diminished yearly, the results are similar angigaficant \ariation

occurred in them from year to year.

The target group of the survey was microenterprises that operate irbtisenessto-
business branch mainly in Finland. The main business of the companies participating
was the service industry andids it is Iagical that the most common devices used

are laptop computers and smart phones. Regarding the devices, it can also be stated
that the use of personal devices is still very common. 26&paet of the respondents
reported using their own devicder work butit is reasonable to assume that, in

reality, this figure is larger even though the figure dropped by 1Qcpat from 2016.

The taget group consisted of entrepreneurs of small enterprises, which leads to the
fact that the devices are also personal usesometimes alsasedby family

members.

The number of cybersecurity policies in companies is on the increase. The rate has
increased by up to 18 perent from the year 2016 to 2018. The underlying cause for

this is most likely the EU data peation reguhtion as also this figure is now three
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times larger than previously. A question arises whetherghgicipants confused the
GDPRand a cybersecurity plan. As a rule, companies follow these quidelies
consider them important. The main carit of a cybesecurity policy is usually

confidentiality, which is also tied to the EU data protection regulation.

Data protection i®ften taken care of alongside the regular work and less than 10 per
cent of the espondens report having a hired persoo take care bthese issues in

the company. When placing the results from 2018 into a crosstabulation grid, it was
noticed that compares with more than 10 employees most often have hired a
person to take care of the IT management. Disruptions are prepardout yet,25

per cent of the participants think they do not have the preparedness to anticipate

possible disruptions.

Attitudes orrelate strongly with each other and these were dealt in Chapter 4.7 and
in Appendices 4 16. The companies are worriethout their knowhow and the

company property. The modern cyberthreats are slightly better understood and
02y aA RSNBR N&l The biggest olatacle®idealing Rvith the threats are
lack of knowledge about cybersecurity and insufficient persoraimation. In

addition, the lack of cybersecurity services arises. The companies are also scared of
the consequences of a cyberattaas losing their privacy and getting negative

publicity create substantial risks for the business.

Though the companieare concerned over 60 pecent believe to be aware of the
cyberthreats targeted at the compangnd half of the respondents think

cyberthreats are on the increase within the next year. The companies are aware of
the risks but only 32 parent think they ae capable ofpreventing the attacks. The
answers suggest that the companies would like to raise the level of preparedness but

see thelacking knowhow as a challenge here. All tegpondentswere, in principle,

U

1y

dzy l YAY2dza 6KSy I yagsS Miayizatiothss Deed targetedby 8 v U
OBOSNKAYF2NNIGAZ2Y €SI] S6AGK2dz0 Fyez2yS
will be subjectedi 2  O@oSNJ Fiddl 01 Ay (G(KS ySEG &SI

because IT is a critical part of the business of many emiap.
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Although the attitudes have become more positive, the occurred threats are still a
sensitive issue to many companies. Theyadraid of violations in the protection of
personal data and privacy, as well as of negative publicity. It is concemnogidce
how many companies have encountered cyberthreats in the form.@f &olen user
IDs and ransomware. For example in 2018r¢heere 29 different cases that can be
categorizes as cyberattacks. Also, the number of defiakervice attacks was lagg

It needsto be questioned whether this part was correctly understood. The
companies might, for example, think that a disruptiorthe Internet connection can

be interpreted as a deniaif-service attack.

In the case of cyberattacks, the companies hexbgnized appoximately 40 pecent

of the situations themselves, which is resulise a large number. In reality, most of
the cases @& undetected as the personnel may not have the skills to recognize the
attacks. According to the companies, most cybexelks are reléed to collecting

information.

What was most worrying was that only a few of the detected security attacks were
reportedto the police. This may be because the companies regard the police forces
as powerless in solving these cases becausehbey a fearfor sanctions. Although

the company has not done anything wrong, negative publicity can directly lead to the
loss of turmover and clients. Based on the answers, it can be stated that the

companies are unwilling to discuss these issues in @ubli

The compaies are willing to get more training and some of them have already
increased the amount of training offered to their etapees from the previous years.
The reason for this is likely the EU data protection regulation (GDPR) which forced
the canpanies to ceate data protection policies. Over 50 pmant of the participants
stated being aware of the FICORA's instructions aawhiwgs (on cyber security).

This was a positive surprise as relying only on the media may mislead the companies
or give hemfalse imaes of the situation. The results show that the companies

would like to receive more training on software security, poiileg information and
general protection examples. The IT skills of new workers were estimated to be

better than average.
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Tosum up, gberthreats are real and companies are aware of them. The fact that
they are recognized or detected is concerning, and so are the losses that result from

them.

5.3 Analyzing the change

The second goal of the study was to find out how the stditeybersecuriy has
changed from the year 2016 to 2018 and whether the results from these three years

aK2¢g lye OKIFIy3aSa Ay (GKS O2YLIl yeQa | oAf Al

The target group of the company has remained similar each yeasuiey has
involved companies that differ in size and line of business they operate in. Even
though the number of respondentiecreasedvery year, the sample population

from each year can be compared with each other.

The results point out several similies in theanswers but also disparities between
the years. The biggest changes appear in Question21&s they ask for opinions

by focusing on the respondertsttitudes.

When considering cybersecurity, the companies have started to pay more iattent

to the searity of the devices. The companies are more and more on the move,

which can also be seen in the quality and number of the devices. The share of tablet
devices has decreased and the share of laptop devices has grown. The share of smart
phoneshasincreasedyearly and they have become an essential part of the

O2YLI yASaQ odzaaySaad LT dzyLINPGSOGSRXE GKS

company. The use of personal devices has decreased.

The number of created security policies has grovaadty every yar and so has the
awareness of the EU legislation. As a phenomenon, this is interesting but it is
possible that the participants confused a cybersecurity policy and the general data

protection regulation as the terms resemble each other.

ConpaniS & Q deditawardsdzbersecurity have increased steadily each year.
Protecting information and systenms considered important. The companies seem to

understand that problems in these areas might cause the business to cease to
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operate in the worst asescenario Companies also think that the cyberthreats are
on the increase every year and they would like to react totthreatsappropriately
but they lack the knowhow on how to do this. The company is at its strongest in their

own line of business, nan cybersecuty.

When the companies were asked to evaluate the IT skilss of their personnel, there is
a clear decrease in the results every year. However, a questionnaire on cybersecurity
may lead the respondents towards assuming that new employyeal@ady aware

of these issues. Unfortunately, very few study programs contain education on these
matters or the content of the training may be very varying. IT study programs make
an exception to this. Training offered to the personnel has increased geary

especidl in the last survey. The cause for this may be issues related to the GDPR.
Awareness bthe services proviced by the Finnish Communications Regulatory
Authority has also increased. Cyberthreats arouse stronger feelings than before and

companiesare willng to receive help in reacting to these threats.

6 Conclusions

Based on the results of the thrggear survey, conclusions can be drawn about the

state of cybersecurity in Central Finland. Although the total sampling was small, it

was easy toee ome guideines in the results in the timeline of three years. The

results resemble the study conducted by Helsinki Region Chamber of Commerce
OHnmcy W NARGelaAAy (2KRAAGEOI G 1@&0SNHKI {
This reinforces the rellity of the study.

On the basis of the study, it can be stated that companies need advice on how to
improve their knowledge on cybersecurity. The hindrance for the development of
knowledge is, however, often the lack of time and resources. If the smtaliise
focuses on their main expertise and does business in order to stay financially
profitable, it is challenging to find the extra time to master cybersecurity. However,

the threat is real if the company computers are attacked by a ransomware ttet lo
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all the fies. In this case it will be impossible to do business as the documents do not

work.

The companies experience cyberthreats stronger than ever and thus, need more help
to tackle the threats. Many companies are also worried about not detettiag
cyberattacks which target their systems. The problems are visible and they have

opinions on what to search help for.

The challenges that arose in this study would be useful to map with a bigger sample
in order to draw more statistically reliable couasions. In futher research, it would

be beneficial to study the detection of cyberthreats in small enterprises. Also
studying the preparedness for cyberthreats on different lines of business would
create an interesting topic for further surveys. With thelp of additional research, it

would be possible to find ways to help small enterprises in cybersecurity issues.

In the digital era, cybersecurity is a challenge to companies because in addition to
the hardware and software usedlso the knowhow and meotation of the

employees affect the cybersecurity of the company. Through technical solutions, it is
possible to increase protection and decrease the risk caused by single individuals. On
the other hand, taking care of cybersecurity cannot unreasonabégtatie work d

the employees as this may lead to not following the cybersecurity policies or to

poorer work effiency.

Through cybersecurity, also individuals need to focus more on improving their
knowhow in order to survive the changes occurring in tloekwmarket. Ths study
reinforces the observations made in the previous studRCLand provides the

industry with new research information regarding detecting cyberthreats.
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Appendices

Appendix 1.

statistics 20082017

Finnish Police crime

List of informationsecuity crimes. The gatistics have been collectedyPolice
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University College in autumn 2018. Statistics are separated, notified and solved.

limoitettu Kpl
lImoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl

limoitettu Kpl
limoitettu Kpl

limoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl
limoitettu Kpl

limoitettu Kpl

limoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl
limoitettu Kpl
limoitettu Kpl
limoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl

limoitettu Kpl
limoitettu Kpl

limoitettu Kpl
limoitettu Kpl

2008
SALASSAPITORIKOS 26
TIETOMURTO 183
TORKEA TIETOMURTO 0
VIESTINTASALAISUUDEN 214
LOUKKAUS
VIESTINTASALAISUUDEN 0
LOUKKAWBENYRITYS

LIEVA TIETOLIIKENTEEN HAIF 4

TIETOLIIKENTEEN HAIRINNAN 0
YRITYS

TIETOLIIKENTEEN LIEVAN 0
HAIRINNAN YRITYS
TORKEAIEDLIIKENTEEN 4
HAIRINTA

TIETOJARJESTELMAN HAIRIN 0
YRITYS
TIETOJARJESTELMAN HAIRIN 3

TORKEA TIETOJARJESTELMA 0
HAIRINTA

SUOJAUKSEN 0
PURKUJARJESTELMARIKOS
HENKILOREKISTERIRIKOS 20
IDENTITEETTIVARKAUS 0
TORKENIESTINTASALBWLIDE 4
LOUKKAUS
TIETOLIIKENTEEN HAIRINTA 36
RL 38 494
DATAVAHINGONTEKO 0
DATAVAHINGOEONYRITYS 0
LIEVA DATAVAHINGONTEKO 0
LIEVA VAHINGONTEKO 12
169
TORKEBATAVAHINGONTEKO 0
TORKEA \HAINGONTEKO 240

TORKEAN VAHINGONTEON 15
YRITYS

VAHINGONTEKO 44
178

VAHNGONTEON YRS$TY 43

VAARAN AIHEUTTAMINEN 7

TIETOJENKASITTELYLLE

LIEVA LUVATON KAYTTO 1858

LUVATON KAYTTO 2979

2009 2010 2011 2012 2013 2014 2015 2016
30 29 57 45 48 40 48 41
140 292 410 503 580 339 347 409
0 1 8 14 5 6 3 8
258 295 297 268 279 297 298 414
3 1 0 1 0 0 1 3
3 5 6
0 0 1 0 1 0
0 0 1 0 0 0 0 0
6 2 4 7 13 6 3 9
0 0 0 0 0 1 4 0
8 3 3 9 11 11 30 38
0 0 0 3 7 16
0 0 0 0 0 2 0 0
38 36 91 148 119 488 122 105
0 0 0 0 0 0 534 3354
1 1 1 6 3 4 0 3
33 25 79 50 93 57 85 67
518 693 955 1057 1160 1259 1489 4476
0 0 0 0 0 0 2 14
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0
11 10 10 9628 9207 8418 8055 7598
318 015 371
0 0 0 0 0 0 0 3
196 227 221 227 250 235 249 286
16 16 8 12 17 18 5 14
39 38 44 34 33 33 29 27451
206 948 464 712 946 857 530
36 a7 50 44 50 60 29
4 2 7 1 6 36 4
1460 1320 1214 1036 876 667 622 432
2562 2171 2169 2755 1799 1444 1222 1065

2017
53
411
19
364

15

24
14

96
3945

62
5013

7382

250
15

25
904

304
1009



limoitettu Kpl
limoitettu Kpl
limoitettu Kpl

limoitettu Kpl

Léahde: Poliisin tilastopalvelu 08/2018

Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl

Selvitetty Kpl

Seltetty Kpl
Selvitetty Kpl

Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl

Selvitetty Kpl
Selvitetty Kpl

Selvitetty Kpl

Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl

Selvietty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kl

Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl

Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl
Selvitetty Kpl

Selvitetty Kpl

TORKEA LUVATON KAYTTO 4
LUVATTOMAN KAYTON YRITY 66

TORKEANUVATTOMAN KAYT( 0
YRITYS

Muut yhteensa 61
559
SALASSAPITORIKOS 16
TIETOMBTO 72
TORKEA TIETOMURTO 0
VIESTINTASALAISUUDEN 127
LOUKKAUS
VIESTINTASALAISUUDEN 0

LOUKKAUKSEN YRITYS
LIEVA TIETOLIIKENTEEN HAIR 2

TIETOLIIKENTEEN HAIRINNAN 0
YRITYS

TIETOLIIKENTEEN LIEVAN 0
HAIRINNAN YRITYS

TORKEA TIETOLIIKENTEEN 0
HAIRINA

TIETOJARJESTELMAN HAIRIN 0
YRITYS
TIETOJARJESTELMAN HAIRIN 0

TORKEA TIETOJARJESTELMA 0
HAIRINTA

SUOJAUKSEN 0
PURKUJARJESTELMLBS

HENKILOREKISTERIRIKOS 10
IDENTITEETTIVARKAUS 0

TORKEA VIESTINTASALAISUL 1
LOUKKAUS

TIETOLKENTEEN HAIRINTA 9
RL 38 237
DATAVAHINGONTEKO 0
DATAVAHINGONTEON YRITY¢ 0
LIEVA DATAVAHINGOEKO 0
LIEVA VAHINGONTEKO 4542

TORKEA DATAVAHINGONTEK 0

TORKEA VAHINGONTEKO 95
TORKEAN VAHINGONTEON 6
YRITYS

VAHINGONTEKO 8806
VAHINGONTEON YRITYS 12
VAARAN AIHEUTTAMINEN 3
TIETOJEMSITELYLLE

LIEVA LUVATON KAYTTO 264
LUVATON KAYTTO 857
TORKEA LUVATON KAYTTO 0
LUNATTOMAN KAYTON YIRIS 16

TORKEAN LUVATTOMAN KAY 0

YRITYS

Muut yhteensa 14
601

2008 2009

35

39
759

2015

19
42

174

1065
28

33
1373

2926

121

5464

18

147
495

188

76

4 2

23 21

0 0

36 34

895 905

2016 2017

17 20

64 49

7 5

143 164

1 0

4 1

0

0 1

5 13

0 0

7 13

0 3

0 0

566 80

937 1851

1 0

9 31

1761 7228

2 3

0 0

0 1

2754 2544

0 0

163 92

5 4

4866 4917

1 1

9 6

81 74

459 417
0

4

8345 8064
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Research question

1. Details of the responder (optional) 2016 |2017|2018| Question type
Name Yes | Yes | Yes | Textfield
Company Yes | Yes | Yes | Textfield
E-mail Yes | Yes | Yes | Textfield
2. Location of the Company (optional) 2016 |2017|2018

Multiple Choice (one
Hankaslmi Yes | Yes | Yes | option)

Multiple Choice (one
Joutsa Yes | Yes | Yes | option)

Multiple Choice (one
Jyvaskyla Yes | Yes | Yes | option)

Multiple Choice (one
Jamsé Yes | Yes | Yes | option)

Multiple Choice(one
Kannonkoski Yes | Yes| Yes | option)

Multiple Choice (one
Karstua Yes | Yes| Yes | option)

Multiple Choice (one
Keuruu Yes | Yes | Yes | option)

Multiple Choice (one
Kinnula Yes | Yes | Yes | option)

Multiple Choice (one
Kivijarvi Yes | Yes | Yes | option)

Multiple Choice (me
Konnevesi Yes | Yes | Yes | option)

Multiple Choice (one
Kuhmoinen Yes | Yes | Yes | option)

Multiple Choice (one
Kyyjarvi Yes | Yes | Yes | option)

Multiple Choice (one
Laukaa Yes | Yes | Yes | option)

Multiple Choice (one
Luhanka Yes | Yes | Yes | option)

Multiple Choice (one
Multia Yes | Yes| Yes | option)

Multiple Choice (one
Muurame Yes | Yes| Yes | option)

Multiple Choice (one
Petdjavesi Yes | Yes | Yes | option)

Multiple Choice (one
Pihtipudas Yes | Yes| Yes | option)

Multiple Choice (one
Saarijarvi Yes | Yes| Yes | option)

Multiple Choice (oe
Toivakka Yes | Yes| Yes | option)

Multiple Choice (one
Uurainen Yes | Yes| Yes | option)

Multiple Choice (one
Viitasaari Yes | Yes| Yes | option)
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Multiple Choice (one

Aznekoski Yes | Yes | Yes | option)
3. I am a member of the following organization
(optional)? 2016 |2017|2018| Question type

Check box (multiple
Suomernyrittdjat (Finnish entrepreneurs) Yes | Yes| Yes | options)

Check box (multiple
Kauppakamari (Chamber of commerce) Yes | Yes | Yes | options)
4. What is your position in the company? 2016 |2017|2018| Question type

Multiple Choice (one
Chief executiveofficer Yes | Yes | Yes | option)
Entrepreneur / the owner or shareholder of the Multiple Choice (one
Company Yes | Yes | Yes | option)

Multiple Choice (one
Other director Yes | Yes | Yes | option)

Multiple Cloice (one
Other employee Yes | Yes | Yes | option)

Multiple Choice (one
Person responsible for security matters Yes | Yes | Yes | option)

Multiple Choice (one
IT manager Yes | Yes | Yes | option)

Multiple Choice (one
Some other position, which? Yes | Yes | Yes | option)
5. Number ofemployees? 2016 |2017|2018| Question type

Multiple Choice (one
1-4 Yes | Yes | Yes | option)

Multiple Choice (one
5-9 Yes | Yes | Yes | option)

Multiple Choice (one
10-19 Yes | Yes | Yes | option)

Multiple Choice (one
20-49 Yes | Yes| Yes | option)

Multiple Chdce (one
50-99 Yes | Yes | Yes | option)

Multiple Choice (one
100- Yes | Yes| Yes | option)
6. Where do you do business? 2016 |2017|2018| Question type

Check box (multiple
In Finland Yes | Yes| Yes | options)

Check box(multiple
In other EU countries Yes | Yes| Yes | options)

Check box (multiple
Outside the EU Yes | Yes | Yes | options)
7. What kind business does your company do? 2016 |2017|2018| Question type

Check box (multiple
Businesgo-business (B2B) Yes | Yes | Yes | options)

Check lox (multiple
Businesgo-consumer (B2C) Yes | Yes | Yes |optiong

Check box (multiple
Businesgo-government (B2G) Yes | Yes | Yes | options)
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8. The company's main business? 2016 |2017|2018| Question type

Multiple Choice(one
Industry Yes | Yes| Yes | option)

Multiple Chdce (one
Construction Yes | Yes | Yes | option)

Multiple Choice (one
Business and trade Yes | Yes | Yes | option)

Multiple Choice (one
Services Yes | Yes | Yes | option)

Multiple Choice (one
Logistics Yes | Yes | Yes | option)

Multiple Choice (one
Technology Yes | Yes | Yes | option)

Multiple Choice (one
Any other, which? Yes | Yes | Yes | option)
9. With / through / on which devices does your
company have access to the Internet? 2016 |2017|2018| Question type

Check box (multiple
Desktop computers Yes | Yes | Yes | options)

Checkbox (multiple
Laptop computers Yes | Yes | Yes | options)

Check box (multiple
Tablet computers Yes | Yes | Yes | options)

Check box (multiple
Smartphones Yes | Yes| Yes | options)

Check box (multiple
Equipment related to company production (1oT) Yes | Yes| Yes | options)

Check box (multie
Any other, which? Yes | Yes | Yes | options)
10.Do you use nofenterprise equipment to manage
your business? 2016 |2017|2018| Question type

Multiple Choice (one
Yes Yes | Yes | Yes | option)

Multiple Choice (one
No Yes | Yes| Yes | option)
11. Is there asecuity policy for your company? 2016 |2017|2018| Question type

Multiple Choice (one
Yes Yes | Yes | Yes | option)

Multiple Choice (one
No Yes | Yes| Yes | option)
12. Are you aware of the EU legislation regarding
cybersecuroty? 2016 |2017|2018| Questiontype

Multiple Choice (one
Yes Yes | Yes | Yes | option)

Multiple Choice (one
No Yes | Yes| Yes | option)
13. Are employees controlled to follow theecurity
policy? 2016 |2017|2018| Question type

Multiple Choice (one
Yes Yes | Yes| Yes | option)
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Multiple Choice(one

No Yes | Yes | Yes | option)

Multiple Choice (one
| don't know Yes | Yes | Yes | option)

Multiple Choice (one
| don't want to answer this question No No | Yes | option)
14. Which of the following things are covered in
your company's security polig/? 2016 |2017|2018| Question type

Check box (multiple
Use of terminals and tools Yes | Yes | Yes | options)

Check box (multiple
Access rights, login IDpasswords Yes | Yes | Yes | options)

Check box (multiple
Use of the Internet andreail Yes | Yes | Yes | options)

Check box (multiple
Searity of premises Yes | Yes | Yes | options)

Check box (multiple
Use of social media Yes | Yes | Yes | options)

Check box (multiple
Confidentiality (silence) Yes | Yes | Yes | options)

Check box (multiple
Remote Work and Remote Access Yes | Yes | Yes | options)

Check box (multiple
Responsibilites and organization Yes | Yes | Yes | options)

Check box (multiple
Problems and consequences Yes | Yes | Yes | options)

Check box (multiple
Something else, What? Yes | Yes | Yes | options)

Check box(multiple
The company has no security policy in use No No | Yes | options)
15. Is the staff familiarized with the identification of
confidential business information? 2016 |2017|2018| Question type

Multiple Choice (one
Yes Yes | Yes | Yes | option)

Multiple Choice (one
No Yes | Yes | Yes | option)

Multiple Choice (one
| don't knaw Yes | Yes | Yes | option)

Multiple Choice (one
| don't want to answer this question No No | Yes | option)
16. How are company security issues resourced? | 2016 |2017|2018| Question type

Multiple Choice (one
Things are handled alorige their own work Yes | Yes| Yes | option)

Multiple Choice (one
There is a hired person to this job Yes | Yes| Yes | option)

Multiple Choice (one
The task has been outsourced Yes | Yes| Yes | option)

Multiple Choice (one
This is not a single person's responsibility Yes | Yes| Yes | option)

Multiple Choice (one
Something else, What? Yes | Yes | Yes | option)

Multiple Choice (one
| don't want to answer this question No No | Yes | option)
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17. What disruption situations has your company

prepared for? 2016 |2017|2018| Quesion type
Check box (multiple
Abuse Yes | Yes | Yes | options)
Check box (multiple
System malfunction Yes | Yes | Yes | options)
Check box (multiple
Power outages Yes | Yes| Yes | options)
Check box (multiple
Information leaks Yes | Yes| Yes | options)
Check box (multiple
The ompany is not mpared fodisturbances Yes | Yes | Yes | options)
Check box (multiple
Something else, What? Yes | Yes | Yes | options)
18. How important do you consider securing the
following things? 2016 |2017|2018| Question type
Not important
(Value: 1)- Very
Cudomer register Yes | Yes | Yes |important (Value: 5)
Not important
(Value: 1)- Very
Products / Product details Yes | Yes| Yes |important (Value: 5)
Not important
(Value: 1)- Very
Financial management Yes | Yes| Yes |important (Vdue:5)
Not important
(Value: 1)- Very
Own skills,know-how Yes | Yes| Yes |important (Value: 5)
Not important
(Value: 1)- Very
Research & development information Yes | Yes| Yes |important (Value: 5)
Not important
(Value: 1)- Very
Banking details Yes | Yes| Yes |important(Value: §
Not important
(Value: 1)- Very
Securing / updating computer hardware No | Yes | Yes |important (Value: 5)
19. Which of the following issues do you consider @
major cyber security threat in your business? 2016 |2017|2018| Quesion type
Not high (Value: 1}
Internal tireat of the company (own employees) Yes | Yes| Yes | Very large (Value: 5)
Not high (Value: 1}
Phishing and malware attacks Yes | Yes| Yes | Very large (Value: 5)
Not high (Value 1) -
Intrusion to information systems Yes | Yes| Yes | Very large (Value: 5)
Not high (Value: 1}
DDoS (to prevent the operation of the web service)| Yes | Yes | Yes | Very large (Value: 5)
Attacks targeting to company's production process
networkconnected production equipment or devic Not high {/alue: 1)-
(1oT)) Yes | Yes | Yes | Very large (Value: 5)
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Not high (Value: 1}

Ransom malmware (encrypters which asks forrang No | Yes | Yes | Very large (Value: 5)
Not high (Value: 1}
Computers that have not been upgraded No | Yes| Yes |Verylarge (Value: 5)
20. How kig an obstacle doyou consider the
following issues to be to make effective cyber safet
(more) effective in your company? 2016 |2017|2018| Question type
Not high (Value: 1}
The difficulty of finding skilled professionals Yes | Yes| Yes | Verylarge (Value: %
Maintaining the knowledge of current staff regardin Not high (Value: 1}
cyberthreats Yes | Yes | Yes | Very large (Value: 5)
Personnel's disregard for information security and Not high (Value: 1}
cyberthreats Yes | Yes| Yes | Very large Value: 5)
Not high (Value: 1}
Insufficiency of information related to cyber security Yes | Yes | Yes | Very large (Value: 5)
Insufficiency of information related to security Not high (Value: 1}
measures and methods Yes | Yes | Yes | Very large (Value: 5)
Inappiopriate / obsoleteobls (software and devices Not high (Value: 1}
with network connection) Yes | Yes| Yes | Very large (Value: 5)
The lack of cyber security services in the area of Not high (Value: 1}
Central Finland No | Yes | Yes |Very large(Value: 5)
21. How signficant do you consider the
consequences of the following cyberattacks? 2016 |2017|2018| Question type
Not high (Value: 1}
Loss of immovable property Yes | Yes| Yes | Very large (Value: 5)
Not high (Value: 1}
Negative publicity Yes | Yes | Yes | Very large (Valueb)
Not high (Value: 1}
Loss of market share Yes | Yes| Yes | Very large (Value: 5)
Not high (Value: 1}
Infringement of Privacy (staff or customer) Yes | Yes | Yes | Very large (Value: 5)
Not high (Value: 1)
Loss of income Direct orindirect Yes | Yes| Yes | Very large (Value: 5)
Not high (Value: 1}
Business interruption No | Yes| Yes |Very large (Value: 5)
Not high (Value: 1}
Criminal liability No | Yes| Yes |Very large (Value: 5)
Not high (Value: }-
Damage payment to theeistomer No | Yes| Yes |Very large (Vale: 5)
22. Main development targets for your company's
cybersecurity? 2016 |2017|2018| Question type
Own / entrepreneur's knowledge of information Check box(multiple
security Yes | Yes | Yes | options)
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Check lox (multiple

Competence of staff / users Yes | Yes | Yes | options)

Check box (multiple
Backup / backups Yes | Yes | Yes | options)

Check box (multiple
Increasing education / knowledge Yes | Yes | Yes | options)

Check box (multiple
Equipment / hardwaremachines Yes | Yes | Yes | options)

Check box (multiple
Backy systems Yes | Yes | Yes | options)

Check box (multiple
Upgrading software Yes | Yes | Yes | options)

Check box (multiple
Access control Yes | Yes | Yes | options)

Check box (multiple
Something else, What? Yes | Yes | Yes | options)

Check box (multiple
| don't want to answehis question No No | Yes | options)
23. Do you believe you are aware of the
cyberthreats to your organization? 2016 |2017|2018| Question type

Multiple Choice (one
Yes No Yes | Yes | option)

Multiple Choice (one
No No Yes | Yes | option)

Multiple Choice (one
| don't know No Yes | Yes | option)
24. Do you believe that your organization will be
able to detect cyberattacks? 2016 |2017|2018| Question type

Multiple Choice (one
Yes No | Yes | Yes |option)

Multiple Choice 6ne
No No | Yes| Yes |option)

Multiple Choice (one
| don'tknow No | Yes| Yes |option)

Multiple Choice (one
| don't want to answer this question No No | Yes | option)
25. Do you think that therisk of a cyberattack has
increased during the past year? 2016 |[2017|2018| Quedion type

Multiple Choice (one
Yes No | Yes | Yes |option)

Multiple Choice (one
No No | Yes | Yes |option)

Multiple Choice (one
| don't know No | Yes | Yes |option)
26. Do youthink that the need to prepare for
cyberattacks has changed in your organizson
during the pastyear? 2016 |2017|2018| Question type

Multiple Choice (one
Yes No | Yes| Yes |option)

Multiple Choice (one
No No | Yes | Yes |option)
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Multiple Choice (one

| don't know No | Yes | Yes |option)

Multiple Chadce (one
| don't want to answer this question No No | Yes | option)
27. How likely do you think that 2016 |2017|2018| Question type

| totally agree (Value
Your organization has been targettstber/information 5) - | totally disagree
leak by anyone not knowing it? No | Yes| Yes |(Value: 1)

| totally agree (Value
Your organization willbe subjected to a cyberattack 5) - | totally disagree
the next year? No | Yes| Yes |(Value: 1)
28. Which of the following security threats have
occurred in your company? 2016 |2017|2018| Question type
Use IDs and passwads have been stolen and have Check box (multiple
been misused 23.Yes| Yes | Yes | options)

Check box (multiple
Ransomware has locked a computer No | Yes | Yes | options)
There have been attempts to spy on work related Check box (multiple
information 23.Yes| Yes | Yes | options)

Check box(multiple
Identity has been stolen and has been misused 23.Yes| Yes | Yes | options)
The organization has lost money because of online Check box (multiple
scams 23.Yes| Yes | Yes | options)

Check box (mulple
Company data has leaked 23.Yes| Yes | Yes | options)
The company has lost important information due to Check box (multiple
hardwardailure 23.Yes| Yes | Yes | options)
A terminal (phone, computer, etc..) has been stolen Check box (multiple
lost 23.Yes| Yes | Yes | options)
An empbyee has been pgsed or has become awaré
of the confidential information he or she haxt been Check box (multiple
entitled to 23.Yes| Yes | Yes | options)

Check box (multiple
The workplace credit card has been misused 23.Yes| Yes | Yes | options)
A securitybreach / denial okervice has been targete Check boxmultiple
to the company 23.Yes| Yes | Yes | options)
The company has not been exposed to a security Check box (multiple
breach 23.Yes| Yes | Yes | options)

Check box (mulple
Something else, What? 23.Yes| Yes | Yes | options)

Check box (multiple
| don't want to answer this question 23.No | No | Yes | options)
29. How did you find out about the security threat
referred to in the previous question? 2016 |2017]|2018| Question type
We detected it ourselves ngiaur ownpreventio and Check box (multiple
intrusion detection systems 24.Yes| Yes | Yes | options)

Check box (multiple
Our users recognized it and reported it 24.Yes| Yes | Yes | options)
We recognized it by ourselves because we checke( Checkbox (multiple
analyzed our logs 24.Yes | Yes | Yes | options)
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Check box (multiple

Law enforcement/intelligence organizations warned 24.Yes| Yes | Yes | options)
Third party, such as an internet operator or service Check box (multiple
provider, informed us 24.Yes| Yes | Yes | options)

Check box (multiple
Something elséWVhat? 24.Yes| Yes | Yes | options)

Check box (multiple
| don't want to answer this question No No | Yes | options)
30. What kind of information do you think
intruders are looking for? 2016 |2017|2018| Questiontype

Check box (multiple
Personal infamation of senior management 25.Yes| Yes | Yes | options)
Personnel information such as names, responsibilit Check box (multiple
and units 25.Yes| Yes | Yes | options)
Information ofsubcontractors, partners, suppliers, o Check box (multiple
cugomers 25.Yes| Yes | Yes | options)
Confidential information about our products or Check box (multiple
services 25.Yes| Yes | Yes | options)
Network related information, such as netwetkucture Check lmx (multiple
and other devices on your company network 25.Yes| Yes | Yes | options)

Check box (multiple
| don't know 25.Yes| Yes | Yes | options)

Check box (multiple
Something else, What? 25.Yes| Yes | Yes | options)

Check box (multiple
| don't want to answer thiguestion No No | Yes | options)
31.Was the police mtified for a breach of
information or cyberattack? 2016 |2017|2018| Question type

Multiple Choice (one
Yes No | Yes| Yes |option)

Multiple Choice (one
No No | Yes| Yes |option)

Multiple Choice (one
| don't know No | Yes | Yes |option)

Multiple Choice (one
| don't want to answer this gestion No No | Yes | option)
32. Did the information breach or cyberattack
become public or come to customers” knowledge? | 2016 | 2017|2018| Question type

Multiple Choice (one
Yes No | Yes | Yes | option)

Multiple Choicee (one
No No | Yes | Yes |option)

Multiple Choice (one
| don't know No | Yes| Yes |option)

Multiple Choice (one
| don't want to answer this question No No | Yes | option)
33. Have your company's employees attended an
information security training du ring the past year? | 2016 | 2017|2018| Question type
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Multiple Choice (one

No 26. Yes| Yes | Yes | option)

Multiple Choice (one
Yes, Where? 26. Yes| Yes | Yes | option)
34. Are you familiar with FICORA's instructions
and warnings (cyber security) 2016 |2017|2018| Question type

Multiple Choice (one
No No | Yes | Yes | option)

Multiple Choice (one
Yes No | Yes | Yes | option)
35. In which information security areas wouldyou
like to receive more training? 2016 |2017|2018| Question type
Administrative Secuty - Information searity leading Check box (multiple
and control 27.Yes| Yes | Yes | options)
Physical security Physical protection of premises ar Check box (multiple
equipment 27.Yes| Yes | Yes | options)
Hardware security For example, general protection Check box (multiple
thecomputer 27.Yes| Yes | Yes | options)

Check box (multiple
Software Security Software security issues 27.Yes| Yes | Yes | options)
Security of data files Handling and protecting Check box (raltiple
electronic and paper documents 27.Yes| Yes | Yes | options)
Telecommunications securityFor example, data Check box (multiple
transfer security mechanisms 27.Yes| Yes | Yes | options)
Personnel Safetylssues related to roles, Check box (mulple
responsibilities, and information security 27.Yes| Yes | Yes | options)

Check box (multiple
Opeimtional security For example, passwords 27.Yes| Yes | Yes | options)

Check box (multiple
Something else, What? 27.Yes| Yes | Yes | options)
36.0nce youhave hired a new person, they have 2016 |2017|2018| Question type

Check box (multiple
Vocational aalification 30.Yes| Yes | Yes | options)

Check box(multiple
Bachelor's Degree 30.Yes| Yes | Yes | options)

Check box (multiple
Master's Degree 30.Yes| Yes | Yes | options)

Check box fnultiple
We have not hired hew employees No | Yes| Yes |options)

Check box (multiple
Something else, What? 30.Yes| Yes | Yes | options)
37. Evaluate the ITskills level of new employees 2016 |2017|2018| Question type

Multiple Choice (one
Weak 31.Yes| Yes | Yes | option)

Multiple Choice (one
Average 31.Yes| Yes | Yes | option)

Multiple Choice (one
Good 31.Yes| Yes | Yes | option)
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Multiple Choice (one

We have not hired new employees No | Yes | Yes |option)
38. Comments 2016 |2017|2018| Question type
36.Yes| Yes | Yes | Textfield




Appendix 3. Example on 208 survey

form

Keski-Suomen kyberturvallisuuden tilanne

Keskisuomalaisten yritysten kyberturvallisuuskysely on toteutettu aikaisemmin 2016 ja 2017. Nyt on Kyselyn viimeinen
kerta, jonka jalkeen tuloksista tullaan muodostamaan kolmen vuoden kooste YAMK opinnaytetyona.

Kyberuhat koskettavat meista jokaista, joten on tarkeaa, etta yrityksissa ja koulutussektorilla osaaminen on ajan
tasalla. Kyberturvallisuus on noussut myos Keski-Suomen strategian painopistealueeksi. Jotta voisimme kehittaa
tulevaisuudessa osaamista tietoturvan eri osa-alueista, tarvitsemme yritysmaailman tilannetietoutta

Vastaamalla kyselyyn annat tarkeaa tietoa siita, miten tietoturvallisuus on huomioitu talla hetkella yrityksissa ja
osallistut Keski-Suomen elinkeinoelaman kyberturvallisuuden seka koulutuksen kehittamiseen. Annat myos omalta
osaltasi tietoa siita, miten tietoturvallisuus on huomioitu yrityksessanne talla hetkella.

Kysely pitaa sisallaan 38 kysymysta, jotka ovat paaasiassa monivalinta ja mielipidekysymyksia. Aikaa vastaamiseen
menee noin 15 minuuttia. Edellisesta kyselysta tuli myds palautetta, joten osaan kysymyksista on laitettu myés
vastaus vaihtoehdoksi "En halua vastata kysymykseen".

Kysely on avoinna 08.06.2018 saakka. Vastaajan henkilStietoja ei luovuteta eteenpain.

Kiitos vastaamisestal

Lisatietoja: Jarmo Nevala, jarmo.nevala@gradia.fi, 0403415715

1. V; jan tiedot (vapaaehtoinen)
Nimi ‘ ‘
Yritys ‘ ‘
Sahkdpostiosoite ‘ \
2. Yrityksen toimipaikka (vapaaehtoinen)
Valitse v
3. Olen alla olevan jarjeston jasen (vapaaehtoinen)?

| Suomen yrittajat

| Kauppakamari

4. Asemanne yrityksessi? *
_ Toimitusjohtaja
_ Yrittaja/omistaja
) Muu johtaja
) Muu tydntekija
_ Tietoturva-asioista vastaava henkilo

Tietohallintopaallikkd

~ Jokin muu, mika

5. Henkiloston maara? *

14
)59
) 10-19

20-48
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Appendix4. Correlation table on question 18. from 2018
Securing /
Research & updating
2018- Question 18. How important do you consider securing t| Customer Products / Financial Own skills, dewelopment computer
following things? register Product details | management | know-how information Banking details | hardware
Customer register Pearson Correlation 1 0.152 .305** 0.107 0.038 .304** 0.171
Sig. (2ailed) 0.185 0.007 0.351 0.738 0.007 0.134
N 78 78 78 78 78 78 78
Products / Productletails Pearson Coriation 0.152 1 0.222 357** A469** 0.131 .259*
Sig. (2ailed) 0.185 0.051 0.001 0.000 0.252 0.022
N 78 78 78 78 78 78 78
Financial management Pearson Correlation .305** 0.222 1 .353** A429%* .308** 0.125
Sig.(2-tailed) 0.007 0.051 0.002 0.000 0.006 0.275
N 78 78 78 78 78 78 78
Own skillsknow-how Pearson Correlation 0.107 .357** .353** 1 A451** 0.147 .319**
Sig. (2ailed) 0.351 0.001 0.002 0.000 0.198 0.004
N 78 78 78 78 78 78 78
Research &evelopment informatio Pearson Correlatio 0.038 A69** A29** A451** 1 0.000 .232*
Sig. (2ailed) 0.738 0.000 0.000 0.000 1.000 0.041
N 78 78 78 78 78 78 78
Banking details Pearson Correlation .304** 0.131 .308** 0.147 0.000 1 0.222
Sig.(2-tailed) 0.007 0.252 0.006 0.198 1.000 0.051
N 78 78 78 78 78 78 78
Securing / updating computer hardware| Pearson Correlation 0.171 .259* 0.125 .319** .232* 0.222 1
Sig. (2ailed) 0.134 0.022 0.275 0.004 0.041 0.051
N 78 78 78 78 78 78 78
**_Correlation is significardt the 0.01 levelZ-tailed).
*_Correlation is significant at the 0.05 levelté2led).
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Appendix5. Correlation table on question 18. from 2017
Securing /
Research & updating
2017- Question 18. How important do you consider securing t| Customer Produds / Financial Own skills, development computer
following things? register Product details | management | know-how information Banking details | hardware
Customer register Pearson Correlation 1 ,340** ,343** 0,120 ,290** ,397** ,582**
Sig. (Zailed) 0,001 0,001 0,236 0,004 0,000 0,000
N 100 98 99 100 99 97 100
Products / Product details Pearson Correlation ,340** 1 0,167 ,405** ,555** 247* ,260**
Sig. (Zailed) 0,001 0,101 0,000 0,000 0,016 0,010
N 98 98 97 98 97 95 98
Financial management Pearson Correlation ,343** 0,167 1 ,357** ,219* AT1x* ,380**
Sig. (2ailed) 0,001 0,101 0,000 0,030 0,000 0,000
N 99 97 99 99 98 96 99
Own skills, knowhow Pearson Correlation 0,120 ,405** ,357** 1 ,445%* ,278*%* ,201*
Sig. (2ailed) 0,236 0,000 0,000 0,000 0,006 0,045
N 100 98 99 100 99 97 100
Research & development information | Pearson Correlation ,290** ,555** ,219* ,445%* 1 0,122 ,231*
Sig. (2ailed) 0,004 0,000 0,030 0,000 0,238 0,021
N 99 97 98 99 99 96 99
Banking details PearsorCorrelation ,397** 247* AT ,278** 0,122 1 ,451**
Sig. (2ailed) 0,000 0,016 0,000 0,006 0,238 0,000
N 97 95 96 97 96 97 97
Securing / updating computer hardware| PearsorCorrelation ,582** ,260** ,380** ,201* ,231* ,451** 1
Sig. (2ailed) 0,000 0,010 0,000 0,045 0,021 0,000
N 100 98 99 100 99 97 100
**_Correlation is significant at the 0.01 levettgled).
*_Correlation is significant at the 0.05 ley@itailed).
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Appendix®6. Correlation table on question 18. from 2016
Research &
2016- Question 18. How importat do you consider securing thg Products / Product | Financial Own skills, know | development
following things? Customer register | details management how information Banking details
Customer register Pearson Correlation 1 .387** A406** .286** .322** .285**
Sig. (Zailed) 0.000 0.000 0.000 0.000 0.000
N 194 191 185 191 189 192
Products / Product details Pearson Correlation .387** 1 274 .543** 532** 0.077
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.292
N 191 191 182 189 187 189
Financal management Pearson Correlation 406** 274* 1 221 .310** .381**
Sig. (2ailed) 0.000 0.000 0.003 0.000 0.000
N 185 182 185 182 180 183
Own skills, knowhow Pearson Correlation .286** 543** 221** 1 .395** 0.032
Sig. R-tailed) 0.000 0.000 0.003 0.000 0.659
N 191 189 182 191 187 189
Research & development information | Pearson Correlation .322** .532** .310** .395** 1 0.033
Sig. (Zailed) 0.000 0.000 0.000 0.000 0.656
N 189 187 180 187 189 187
Banking details Peason Correlation .285** 0.077 .381** 0.032 0.033 1
Sig. (2ailed) 0.000 0.292 0.000 0.659 0.656
N 192 189 183 189 187 192

**_Correlation issignificant at the 0.01 level {ailed).
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Appendix?7. Correlation table on question 19. from 2018
Attacks
targeting to Ransom
Internal threat DDosS (to company's malmware
of the company Intrusion to prevent the production (encrypters Camputers that

2018- Question 19. Wich of the following issues do you (own Phishing and information operation ofthe | process (e.g. | which asks for | have not been
consider a major cyber security threat in your business? employees) malware attacks| systems web service) network...) ransom) upgraded
Internal threat of the company (own Pearson Correlation 1 0.087 0.052 0.086 0.045 .262* 0.157
employees) Sig. (2ailed) 0.447 0.654 0.455 0.693 0.021 0.170

N 78 78 78 78 78 78 78
Phishing and malwarattacks Pearson Correlation 0.087 1 .750** .532** .238* AT75%* .315**

Sig. (2ailed) 0.447 0.000 0.000 0.036 0.000 0.005

N 78 78 78 78 78 78 78
Intrusion to information systems Pearson Correlation 0.052 .750** 1 787** 417+ A455** 377

Sig. (Zailed) 0.654 0.000 0.000 0.000 0.000 0.001

N 78 78 78 78 78 78 78
DDoS (to prevent the operation of the | Pearson Correlation 0.086 .532** 187** 1 A44** A40** .392**
web sevice) Sig. (2ailed) 0.455 0.000 0.000 0.000 0.000 0.000

N 78 78 78 78 78 78 78
Attacks targeting to company's producti¢ Pearson Correlation 0.045 .238* A1T7** A44x* 1 .263* 0.214
process (e.g. networkonnected Sig. (2tailed) 0.693 0.036 0.000 0.000 0.020 0.060
production equipment or devicéoT)) N 78 78 78 78 78 78 78
Ransom malmware (encrypters which a{ Pearson Correlation .262* AT75%* A455** A440** .263* 1 374+
for ransom) Sig. (2tailed) 0.021 0.000 0.000 0.000 0.020 0.001

N 78 78 78 78 78 78 78
Computers that have not bearpgraded | Pearson Correlation 0.157 .315** 377 .392** 0.214 .374** 1

Sig. (Zailed) 0.170 0.005 0.001 0.000 0.060 0.001

N 78 78 78 78 78 78 78
*. Correlation issignificant at the 0.05 level {ailed).
**_Correlation is significant at th@.01 level (Zailed).
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Appendix 8. Correlation table on question 19. from 2017
Attacks
targeting to
company's
production
process (e.g.
network- Ransom
Internal threat DDosS (to connected malmware
of the company Intrusion to prevent the production (encrypters Computers that
2017- Question 19. Which of the following issues do you (own Phishing and information operation of the | equipment or | which asks for | have not been
consder a major cyber security thréan your business? employees) malware attacks| systems web service) device (loT)) ransom) upgraded
Internal threat of the company (own Pearson Correlation 1 .395** .322** .290** .393** 313 0.096
employees) Sig. (2ailed) 0.000 0.001 0.004 0.000 0.002 0.348
N 97 94 97 95 97 95 97
Phishing and malware attacks Pearson Correlation .395** 1 .750** B537** .515** 495** .293**
Sig. (Zailed) 0.000 0.000 0.000 0.000 0.000 0.004
N 94 94 94 92 94 92 94
Intrusion to infomation systems Pearson Correlation .322** .750** 1 .668** A464** AT76** .293**
Sig. (Zailed) 0.001 0.000 0.000 0.000 0.000 0.004
N 97 94 97 95 97 95 97
DDoS (to prevent the operation of the | Pearson Coselation .290** 537** .668** 1 .608** 495** .327**
web service) Sig. (2ailed) 0.004 0.000 0.000 0.000 0.000 0.001
N 95 92 95 95 95 93 95
Attacks targeting to company's producti¢ Pearson Cuelation .393** .515** A64** .608** 1 499** .381**
process (e.g. networkonnected Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000
production equipment or device (loT)) [N 97 94 97 95 97 95 97
Ransom malmware (encrypters which a{ Pearson Correlation .313** A95** AT76%* A495** A499** 1 .368**
for ransom) Sig (2-tailed) 0.002 0.000 0.000 0.000 0.000 0.000
N 95 92 95 93 95 95 95
Computers that have not been upgrade( Pearson Correlation 0.096 .293** .293** 327** .381** .368** 1
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Sig. (Zailed)

0.348

0.004

0.004

0.001

0.000

0.000

N

97

94

97

95

97

95

97

**_Correlation is significat at the 0.01 level (ailed).
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Appendix 9. Correlation table on question 19. from 2016
Attacks targeting to
company's production
process (e.g. network
Internalthreat of the DDosS (to prevent the | connected production
2016- Question 19. Which of the following issues do you company (own Phishing and malware | Intrusionto information | operation of the web | equipment or device
consider a major cyber security threat in your business? employees) attacks systems service) (o)
Internal threat of the ompany (own PearsorCorrelation 1 .250** .184* .216** A416**
employees) Sig. (2ailed) 0.001 0.012 0.003 0.000
N 191 189 187 191 188
Phishing and malware attacks Pearson Correlation .250** 1 .709** 573 A25**
Sp. @-tailed) 0.001 0.000 0.000 0.000
N 189 190 186 190 187
Intrusion to information systems Pearson Correlation .184* .709** 1 .582** A37**
Sig. (Zailed) 0.012 0.000 0.000 0.000
N 187 186 188 188 186
DDoS (to prevent the operation of the | Pearson Correlation .216** 573** .582** 1 .535**
web sevice) Sig. (2ailed) 0.003 0.000 0.000 0.000
N 191 190 188 192 189
Attacks targeting to company's producti¢ Pearson Corration A416** A25%* A37** .535* 1
process (e.g. networkonnected Sig.(2-tailed) 0.000 0.000 0.000 0.000
production equipment or device (loT)) [N 188 187 186 189 189
**_Correlation is significant at the 0.01 levettled).
*_Correlation is significant at the 0.05 levelté2led).
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Appendix 10. Correlationtable on question 20. from 2018
Insufficiency of | Inappropriate /
Maintaining the | Personnel's information obsolete toos
knowledge of | disregard for Insufficiency of | related to (software and | The lack of cybe

2018- Question 20. How big an obstacle do you consider the | The difficulty of | curent staff information information security devices with security services
following issues to be to make effective cyber safety (more) | finding skilled | regarding security and related to cyber | measures and | network in the area of
effective in your company? professionals | cyberthreats cyberthreats security methods connection) Central Finland
The difficulty of finding skilled Pearson Correlation 1 ,379** ,419%* ,431** ,484** ,343*%* ,487**
professionals Sig. (2ailed) 0,001 0,000 0,000 0,000 0,002 0,000

N 78 78 78 78 78 78 78
Maintaining the knowledge of current Pearson Correlation .379*%* 1 ,486** ,637** ,656%* ,522** ,336**
staff regarding cyberthreats Sig. (2tailed) 0.001 0,000 0,000 0,000 0,000 0,003

N 78 78 78 78 78 78 78
Personnel's disregarr information Pearson Correlation A419** ,486** 1 ,432%* ,449%* ,415%* ,267*
security and cyberthreats Sig. (2ailed) 0.000 0,000 0,000 0,000 0,000 0,018

N 78 78 78 78 78 78 78
Insufficiency of information relatetb Pearson Coriation 431 ,637** ,432%* 1 , 139%* ,637** ,A415%*
cyber security Sig. (Zailed) 0.000 0,000 0,000 0,000 0,000 0,000

N 78 78 78 78 78 78 78
Insufficiency of information related to PearsorCorrelation .484* ,656** ,449%* ,7139%* 1 ,619** ,433**
security measures and methods Sig. (2tailed) 0.000 0,000 0,000 0,000 0,000 0,000

N 78 78 78 78 78 78 78
Inappropriate / obsolete tools (software | Pearson Correlation .343** ,522** ,415%* ,637** ,619* 1 ,498**
and devices with network connection) | Sig. (2ailed) 0.002 0,000 0,000 0,000 0,000 0,000

N 78 78 78 78 78 78 78
The lack of cyber security services in th¢ Pearson Correlation ABT** ,336** ,267* ,415** ,433** ,498** 1
area of Central Finland Sig.(2-tailed) 0.000 0,003 0,018 0,000 0,000 0,000

N 78 78 78 78 78 78 78
**_Correlation is significant at the 0.01 levetgled).
* Correlation is significant at the 0.05 levelté@ed).
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Appendix 11. Correlation table on question 20. fror8017
Insufficiency of | Inappropriate /
Maintaining the | Personnel's information obsolete tools
knowledge of | disregad for Insufficiency of | related to (software and | The laclof cyber

2017- Question 20. How bianobstacle do you consider the | The difficulty of | current staff information information security devices wih security services
following issues to be to make effective cyber safety (more) | finding skilled | regarding security and related to cyber | measures and | network in thearea of
effective in your company? professionals | cyberthreats cyberthreats security methods connection) Central Finland
The difficulty of finding skilled Pearson Correlation 1 .597** .550** 442 .515** .514** .598**
professionals Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 95 92 95 95 92 95 94
Maintaining the knowledge of current Pearson Correlation .597** 1 713** .596** 714** .619** 441
staff regarding cyberthreats Sig. (2tailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 92 92 92 92 90 92 91
Personnel's disregard for information Pearson Correl&in .550** 713** 1 S7T7** .651** .578** A419**
securityandcyberthreats Sig. (2tailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 95 92 95 95 92 95 94
Insufficiency of information related to Pearson Correlation A42** .596** S77* 1 .831** .545** .508**
cyber security Sig.(2-tailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 95 92 95 95 92 95 94
Insufficiency of information related to PearsorCorrelation .515** 714** .651** .831** 1 .625** .542**
security measures and methods Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 92 90 92 92 92 92 91
Inappropriate / obsolete tools (software | Pearson Correlation .514** .619** 578** .545** .625** 1 .524**
and devices with network connection) | Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 95 92 95 95 92 95 94
The lack of cyber security services in thq Pearson Correlation .598** A41%* A419** .508** 542** .524** 1
area of Central Finland Sig.(2-tailed) 0.000 0.000 0.000 0.000 0.000 0.000

N 94 91 94 94 91 94 94
**_Correlation is significant at the 01 level (2tailed).
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Appendix 12. Correlation table on question 20. from 2016
Inappropriate /
Maintaining the Personnel's Insufficiency of obsolete tools
knowledge of disregard for information related | (software and

2016- Question 20. How big an obstacle do you consider the | The difficulty of current staff information Insufficiency of to security devices with
following issues to be to make effective cyber safety (more) | finding skiled regarding security and information related | measures and network
effective in your comany? professionals cyberthreats cyberthreats to cyber security | methods connection)
The difficulty of finding skilled Pearson Correlation 1 .631** .345** .510** .585** 276**
professionals Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000

N 185 182 183 183 182 182
Maintaining the knowledge of current | Pearson Correlation .631** 1 .569** .600** .661** .339**
staffregarding cyberthreats Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000

N 182 185 183 183 182 182
Personnel's disregard for mfmation Pearson Correlation .345** .569** 1 517** .532** A432**
security and cyberthreats Sig. (2tailed) 0.000 0.000 0.000 0.000 0.000

N 183 183 186 184 183 183
Insufficiency of information related to Pearson Correlation .510** .600** 517** 1 .835** .516**
cyber sectity Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000

N 183 183 184 186 184 184
Insufficiency of information related to Pearson Correlation .585** .661** .532** .835* 1 507**
security measures and methods Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000

N 182 182 183 184 185 183
Inappropriate / obsolete tools (software | Pearson Correlation .276** .339** A32** .516** 507** 1
and devices with network connection) | Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000

N 182 182 183 184 183 185
**_Correlation is significant at th@.01 level (Zailed).
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Appendix 13. Correlation table on question 21. from 2018
Loss of Infringement | Loss of Damage
2018- Question 21. How significant do you consider the immovable Negative Loss of of Privacy income- Business Criminal payment to
consequences of the followingloerattacks? property publicity market share | (staff or cusi) | Direct orindir. | interruption | liability the customer
Loss of immovable pregpty Pearson Correlation 1 .389** .565** .513** .602** A22%* A410** .512**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Negative publicity Pearson Correlation .389** 1 .533** .611** A441** .325%* 527** 499**
Sg. (2tailed) 0.000 0.000 0.000 0.000 0.004 0.000 0.000
N 78 78 78 78 78 78 78 78
Loss of market share Pearson Correlation .565** .533** 1 469** .674** .565** 492** S575**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Infringement of Privey (staff or Pearson Correlation .513** .611** AB69** 1 .611** A67** .715** .667**
customer) Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Loss of incomeDirect or indrect Pearson Correlation .602** A41** .674** .611** 1 .738** .673** .636**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Business interruption Pearson Correlation A22** .325** .565** A67** .738** 1 .709** 578**
Sig. (2ailed) 0.000 0.004 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Criminal liability Pearson Correlation A410** 527** A492** 715%* .673** .709** 1 .796**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
Damage payment taie customer Pearson Correlation .512** A499** 575** .667** .636** 578** .796** 1
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 78 78 78 78 78 78 78 78
**_Correlation issignificant at the 0.0level (2tailed).
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Appendix 14. Correldion table on question 21. from 2017
Loss of Infringemen | Loss of Damage
2017- Question 21. How significant do you consider the immovable Negative Loss of of Privacy income- Business Criminal payment to
consequences of the following cyberattacks? property publicity market share | (staff or cusf) | Direct or indr. | interruption | liability the customer
Loss of immovable property Pearson Correlation 1 A27** 579** .587** .624** A76** 441 A480**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 96 95 93 94 96 96 94 92
Negative publicity Pearson Correlation A27** 1 .688** .593** .530** 461+ .540** .619**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 95 95 92 93 95 95 93 91
Los of market share Pearson Correlation 579 .688** 1 .640** 746** .543** S572%* .560**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 93 92 93 91 93 93 91 89
Infringement of Privacy (staff or Pearson Correlation .587** 593 .640** 1 .750** .613** .580** .639**
customer) Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 94 93 91 94 94 94 92 90
Loss of incomeDirect or indirect Pearson Correlation .624** .530** 746** .750** 1 .715** .602** 578**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 96 95 93 94 96 96 94 92
Business interruption Pearson Correlation AT76** A461** 543** .613** .715** 1 .698** .641**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 96 95 93 94 96 96 94 92
Criminal liability Pearson Correlation 441> .540** S572** .580** .602** .698** 1 .852**
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 94 93 91 92 94 94 94 90
Damage payment to the customer Pearson Correlation 480** .619** .560** .639** 578** .641** .852** 1
Sig. (2ailed) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
N 92 91 89 90 92 92 90 92
**_Correlation issignificant at the 0.01 level {ailed).
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Appendix 15. Correlation table on question 21. from 2016
2016- Questbn 21. How significant do you consider the Loss of immovable Infringement of Privacy| Loss of incomeDirect
conequences of the following cyberattacks? property Negative publicity Loss ofarket share (staff or customer) or indirect
Loss of immovable pperty Pearson Correlation 1 A09** .526** 347 A62**
Sig. (2ailed) 0.000 0.000 0.000 0.000
N 187 186 184 186 181
Negative publicity Pearson Correlation A409** 1 .616** .509** A449**
Sig. (2ailed) 0.000 0.000 0.000 0.000
N 186 186 184 185 181
Loss of market share Pearson Correlatio .526** .616** 1 .507** .668**
Sig. (2ailed) 0.000 0.000 0.000 0.000
N 184 184 184 183 179
Infringement of Privacy (staff or Pearson Correlation 347 .509** 507** 1 .558**
customer) Sig. (Zailed) 0.000 0.000 0.000 0.000
N 186 185 183 187 181
Loss of incomeDirect or indirect PearsorCorrelation A62** A49** .668** .558** 1
Sig. (2ailed) 0.000 0.000 0.000 0.000
N 181 181 179 181 182
**_Correlation is significant at the 0.01el (2-tailed).
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Correlation &able on question 27. from 2018 and 2017

2018- Question 27. How likely do you think that

Your organization has been targetted
cyber/information leak by anyone not
knowing it?

Your organization will be subjecid¢o a
cyberattack in the next year?

Your orgaization has been targettecyber/information leak by anyone | Pearson Correlation 1 .629**
not knowing it? Sig. (Zailed) 0.000
N 78 78
Your organization will be subjected to a cyberattack in the neat¥ Pearson Correlation .629** 1
Sig. (Zailed) 0.000
N 78 78

**_Correlation is significant at the 0.01 levettgled).

2017- Question 27. How likely do you think that

Your organization has been targetted
cyber/information leak by anyone not
knowing it?

Your organization will be subjectdo a
cyberattack in the next year?

Your organization has been targetted cyber/information leak by anyor| Pearson Correlation 1 .552**
not knowing it? Sig. (2ailed) 0.000
N 97 96
Your organization W be subjected to a cyberattack in the nestar? Pearson Correlation .552** 1
Sig. (2tailed) 0.000
N 96 96

**_Correlation is significant at the 0.01 levettled).




